MYHULUIIAJIEHOE BIOJXETHOE YUYPEXIEHVE
JOONOJIHUTEJIEHOT'O OEPA3BOBAHNA

JIEHMHCKO .E.E.JEPATUHON

620142, 2. Ekamepunéypz, yr.lllopca,80a, men/Ppakc (343) 266-27-61,
email: ddt-len@eduekb.ru

MPUKA3 Ne <3 /6- < ot 20.08.2022r.

OO0 yTBep:KIeHUH periaMeHTa pearupoBaHus
HA HMHIHIEHTHI HHpOPMANHOHHOH 6€301aCHOCTH
B HH(OPMANHOHHBIX CHCTEMAaX NEePCOHAIbHBIX JAHHbIX

Bo ucnongenne tpeboanuit @enepansHoro 3akoHa Nel52-®3 ot 27 uroyd
2006 1. «O mepcoHaIbHBIX TaHHBIXY», mprukaza @CTOK Poccun Ne21 ot 18 depais
2013 r. «OO0 yTBEepXXIOCHHM COCTaBa M COLEPXKAHHSA OPraHMU3allMOHHBIX U
TEXHUYECKIX MeD 10 0OecredeHHI0 6e3011acHOCTH EPCOHANBHEIX JAaHHBIX IIPH HX
06paboTke B WH()OPMAIMOHHBIX CHCTEMAax IE€PCOHAILHBEIX ITaHHBIX» U TMPOYHX
HOPMaTHBHBIX JOKYMEHTOB II0 3aIlUTe HH(OPMAIHH,

IMPUKA3BIBAIO:

1. VIBepauTh ¥ BBeCTH B JAEHCTBHE PermaMeHT peardpoBaHWS Ha HHIIUIEHTHI
UH(GOPMAIIHOHHOH 0e30I1aCHOCTH B MH(MOPMAIMOHHBIX CHCTEMaX IePCOHANIbHBIX
naraeix MBY 1O AT um E.E. Jlepsirunoti (nanee — Pernamenrt) (IIpunoxenune x
HacTosmeMy [Ipukasy).

2.TpeGoBanms  mpuiaraeMoro PerilaMeHTa  JOBECTH 1O  pabOTHHKOB,
HEMOCPENCTBEHHO  OCYIIECTBILIIOIUX  3alMTy [EPCOHANBHBIX MAaHHBIX B
UH(GOPMAIMOHHBIX CUCTEMAX IIEPCOHANBHBIX TaHHBIX.

3.KOHTpOJIb 32 HCIOJTHEHHEM HACTOSIIEr0 IIPAKa3a OCTABIIIO 38 COOOM.

Hupexrop MBY 10 AT um E.E. I[eps{rpfiﬁ O.B. bynsruesa
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TIpunoxenue
k npukazy MBY J1O T um E.E.

HepsruHoit :
oT «20» aBrycta 2022 r. Ne L3/6- o

PETJIAMEHT
pearapoBaHHs Ha AHOAEHTHI HHGOPMaNHOHHOH 0€30I1aCHOCTH B
HH(pOPMANHOHHBIX CHCTEMAaX HePCOHAJIbHBIX JAHHBIX
MBY 10 JAT am E.E. [lepsarnnoi

1.TepMunbI 1 onpeaeIeHAS

1.1. MadopManuoHHast CHCTEMa IIEPCOHANBHBIX JaHHBIX — COBOKYIIHOCTD COIEPIKAIINXCs
B 6a3axX MAaHHEIX IE€PCOHANBHBIX JaHHBIX U 00€CIeTHBAIOMIX UX 06paboTKy HHOOPMAIMOHHBIX
TEXHOJIOTUH ¥ TEXHUYECKUX CPEJICTB.

1.2. ManunesT wuHQOpPMANMOHHOM Oe30macHOCTH — IHo00€ HENPEIBHACHHOE WU
HeXeNaTeIbHOe COOBITHE, KOTOPOE€ MOXKET HAPYIIUTh AESITENPHOCTh WIH HHPOPMALHOHHYIO
6e3omacHOCTh. MHnuqenTaMu nHGOPMAITMOHHON 6€30I1aCHOCTH SBIIIOTCS:

— yTpaTa yciyr, 000pyAOBaHHUS HIIA YCTPOUCTB;

—  CHCTEMHBIe COOH WK IEePEerpy3KH;

—  OommuOKH MOJIB30BaTEIEH;

—  HecoOIOeHHE OIMTHKY WM PeKOMeHIanui mo nHbOpManuoHHOH 6€301acHOCTH,

—  HapylreHue GU3NIECKAX MED 3alUTEL,

—  HEKOHTPOJHUPYEMBIE H3MEHEHUSA CHCTEM;

— cbowu mporpaMMHOT0 00€CIIEYeHUS H OTKa3bl TEXHUIECKHUX CPEIICTB;

—  HapyIeHHe IIPaBUI JOCTYyIa.

1.3. O6paboTka MEPCOHANBHBIX MaHHBIX — JHoboe JeHcTBHE (OIEpalus) WK
COBOKYIIHOCTB JCUCTBHI (OIepalyif), COBEPIIAEMEIX C HCIIOIB30BAHHEM CPEICTB aBTOMATH3AH
Wi 6e3 WCIIONb30BAaHUS TAaKMX CPEICTB C MEPCOHATBLHBIMA JaHHBIMH, BKIIOYasd cOOp, 3alliCh,
CHCTEMATH3AINIO0, HAKOIUICHHE, XpaHeHHe, yrognenne (0OHOBIICHNE, H3MEHEHHE), H3BICICHHUE,
HCIIONBE30BaHMe, Ilepefiady (paclpocTpaHeHWe, IPeROCTaBIeHHE, NOCTYI), OOe3MHIuBaHHE,
OIIOKMpOBaHUe, yIAICHAE, YHUYTOXKEHHE IEPCOHATIBHBIX TAaHHBIX.

1.4. IlepconansHbIe JaHHBIE — JIE00as HHQOPMANKs, OTHOCAIIASICS K IPSIMO W KOCBEHHO
OIIpe/IeIeHHOMY HIIH ONpefienseMoMy dusrdeckoMy mHIy (CyOBEKTY IEPCOHATBHBIX JAHHEIX).

1.5. CpenctBo 3amuTel HHGOPMAIME — HPOTPaMMHOE OO€eCIedeHHe, NPOrpaMMHO-
ammapatHoe — obecledeHWe, —ammapaTHOe — OOecleYeHwe, BEMIECTBO MM MaTepual,
TIpeHa3sHaYEHHOE M HCIIONE3YeMOe [V 3aIIUThl HH(POpMAIHY.

2. O0mue moI0KEHAST

2.1. Hacrosmmit PermaMeHT pearMpoBaHHMs Ha HHIHACHTH HH(OPMAI[MOHHON
GesomacHOCTH B HHQOPMAIHMORHBIX CHCTEMaX IepcoHanbHBIX gaHHex MBY JIO JAT uM E.E.
Tlepsiruroit (naee — Pernmament), pa3paboTaH B COOTBETCTBHHY € 3aKOHOAATENBCTBOM PoccuicKoM
depeparuy 0 TEPCOHAIBHBIX MAHHBIX (mamee — IIJIH) # HOPMATMBHO-METOIUYECKHMH
JOKYMEHTaMH (eTepaTbHEIX OPraHOB HCIOMHAUTENHOM BIACTH IO BOIIPOCaM 0e30I1acHOCTH BDAL:
npu ux 06paboTke B HHQOPMAIMOHHBIX CHCTEMax IEePCOHANBHBIX TAHHBIX (mamee — UCIIH).
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HacTosmuit PernaMeHT onpenesser:

IIOPSITOK PETHCTpauy COOBITHH G€30I1aCHOCTH;

HOPSIOK BBISBIEHHS HHIIMACHTOB HHPOPMAIHOHHON 6€30IIaCHOCTH ¥ PEarupOBaHUIO
Ha HUX;

IOPSANOK IIPOBEIEHHS aHAM3a HHITMACHTOB HHQOPMaIHOHHOH 6€30I1aCHOCTH, B TOM
YHCIIE OIpeNIeNICHHE HCTOYHUKOB U IPUYMH BOSHUKHOBEHHS HHITUICHTOB.

PernamenT obs13aTelieH s HconHenus Bcemu padoraukama MBY J1O JIIT um E.E.

Jepsrunoit (mamee — YupexjeHHe), HEIOCPEACTBEHHO OCYIIECTBILommME 3amuty [I/lH B

NCILn.

3.1.

3.2,

3.AnnuaeHTsl HHGOPMANHOHHOH 6€30MaCHOCTH

K uamunentam Wb otHOCSTCS:

Hecobmoaenue TpedboBanuii mo 3ammre [1/1H:

— ucnonp3oBanve OBM B mensX, He CBS3aHHBIX C BBIIOJNHEHHEM TPYIOBBIX

(cimyXeOHBIX, TOJDKHOCTHBIX, (DYHKITMOHANBHEIX) 00A3aHHOCTEH;

— yrpara HOcuTess [ 1J1H;

— yTpara KJTFOYEBEIX JOKYMEHTOB, KIFOYEeH OT IMOMEMICHHH W XPaHWJIUII, JITIHBIX
reJaTe, yoCTOBEPEHUH, IIPOILYCKOB.

monsrtkr HCJ x IT/1H:

— moxfop dyKOro uAeHTHQHKaTopa M IMapoj, IIOCIEMYIONMH IOCTYI C

HCIIOIF30BaHIEM Ty)KOT'O I1apOJIs;

— W3MEHEHHe HaCTpOEK, COCTaBa, maposei Texamdeckux cpencts UCIIIH;

— wu3MeHeHHe (YBEIMUCHNE) IIOJIHOMOYUH JOCTYIIa,

— HapyIIeHHE IEJIOCTHOCTH YCTaHOBICHHEIX 3alUTHBIX IIOMO;

— xonuposanue I1][0 Ha HeydITeHHEIe cheMHBIe HocuTend [1/1H;

— sapaxeHue pabouero mecra u/miu cepsepa VICITIH BpeTOHOCHOH IpOrpaMMOo;

— xumenne Hocuteneit [1/(H;

— xumenue Texamueckux cpenacts UCII/Ix;

— yMBIOUIEHHOE HapylIeHre paboTocnocoOHocTH Texamdeckux cpeacts MCII/H;

— XHUIIEHHe KPHUITOCPEICTB, KIIFOYEBBIX IOKYMEHTOB, KIFOYeH OT [OMCIICHUH H

XPaHUIAII, JITIHBIX NIe9aTel, yI0CTOBEPEHUH, IIPOITYCKOB;

— HeCaHKIMOHHPOBAHHOE MPOHUKHOBeHUE B HoMemenus MCIITH;

— OYHCTKA JIIEKTPOHHBIX JKypHAJIOB MOHUTOPHHTA.

c6ou B pabote TexHuaeckux cpeacts MCIIIn Obmectaa.

K unmunenram Ub HEe oTHOCATCS:

HEyIauHbIe TIOMBITKA BTOPXCHUH, KOTOPEIE OBLTM 00OHAPYKEHB! X HEHTPATA30BAHEL C

ucrons3oBanaeM C3U;

HEy/IauHFle TIONBITKA 3apaXeHHs paloumx MeCT W/WIH CepBEpOB UCIIJ=

BPEIOHOCHOM MpOrpaMMoi, KOTOpEIE OBLIH 0oOHapy>XeHbl H HEWTpaM30BaHBl C

ucronp3oBarneM C3U
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4.ITopaaok peracTpanuy coObITHH 6€30MACHOCTH

4.1. Peructpamus coGbrtuit GezomacHoctd B VICII[IH OCYyIIECTBISETCS B CICAYIOIICH
ITOCIIEIOBATEIbHOCTH:

1) Omnpenenenre coObITHI O€30IACHOCTH, MOMIEKAIIMX PETUCTPAIMH, W CPOKOB HX
XpaHEHHUS.

2) OmnpeneneHne COCTaBa W COAEpxaHMI MHGOPMAIMH O COOBITHSX 0€30MacHOCTH,
IO IJIEXKANTIX PETUCTPAIUH.

3) CG6op, 3amuch U XpaHEHHEe HHPOPMAIMH O COOBITHAX GE30MACHOCTH.

4) Pearmpopanue Ha cOOH IPH PETHCTPAIlMH COOBITHHI O€30IIaCHOCTH.

5) MoHuTOpHHT (IPOCMOTD, AHAIIH3) PE3yITATOB PETHCTPAIIHH COOBITHH 6€30IaCHOCTH
U pearupoBaHKE HA HUX.

6) T'emepupoBaHHe BPEMEHHBEIX METOK H (WJIM) CHHXPOHM3ALMsI CHCTEMHOIO BPEMEHH B
UCIIs.

7) 3amwra uHbOPMAIHY O COOBITHAX O€30IaCHOCTH.

4.2. Coberrast 6esomacHOcTH, mnomuexamue peructpanud B WCIIJH, IO/DKHEI
OIpeIeATECS C y9eToM croco6oB peammsanuy yrpos 6esomacuoctd 1IJIn mms WCIIIE. K
cobBITHSIM Ge3omacHocTH, momnexammum perucrpamund B WCIIIH, XODKHEI OBITH OTHECEHEI
mo6s1e mpossienus coctosHus VICTIJIH u ee CHCTEMBI 3aIUThL, yKa3hIBAIOIIXE HA BO3MOXHOCTD
HapyIIeHHs KOH(HICHINAILHOCTH, IENOCTHOCTH WM JjocTynHocTd [I/IH, ROCTYHHOCTH
kommouenToB ~ VICIIJ[H, HapymieHHS  IpOLIENyp, YCTAHOBJICHHBIX  OpPraHU3allMOHHO-
PACIIOPSAIUTENBHBIMA JOKyMeHTaMH 10 3ammTe [IJ[H, a Takke Ha HapyIICHHE INTaTHOIO
YHKITHOHMpPOBAHHUS CPEACTB 3amuThl HHGopMauu (nanee — C3N).

4.3. Cobprtas 6e3omacHocTH, moyiexarue perucrpanus B CII/IH, # CpOKH XpaHCHU
COOTBETCTBYIOIIHX 3aIIUCEH PErMCTPAIIMOHHEIX JKyPHAIOB MOJDKHEI 00eCIednBaTh BOZMOXKHOCTD
oGHApYXeHHs, UAeHTHQUKAME X aHAM3a MHIMICHTOB HH(pOPMAalMOHHOH 6e30macHOCTH,
Bo3uukmmwx B UCII/IH.

4.4. B UCIIIa moajexar perucTparyy CIeLyomue COObITHS:

—  BXOJ (BBIXOM), a TaKXe MONBITKH Bxoma cy6sexToB nocryna B VCIIJIH U 3arpysku
(ocTaHOBKa) OIEPALAOHHON CHCTEMEI;

—  [OIKIIOYEHWe CheMHBIX MamMHHEIX HocuTened [1/1H u BeBox I1/IH Ha HOCHTENH;

— samyck (3aBepIIEHME) NPOrpaMM M IIPOIECCOB (3alaHui, 3anad), CBA3AHHEIX C
obpabotkoii IT/1H;

—  OGHOBIEHHE WK OMHOKE IIpH 06HOBIeH:H TporpaMmubix cpencts MCIIu u C3U;

_  [ONBITKH IOCTYIA IPOrPAMMHEIX CPEICTB K OIIPEeIIeMBIM 3allAIIaeMEIM O0BEeKTaM
JOCTyIIa (TEXHAYECKAM CPEZCTBAM, y37IaM CETH, JTMHHIM (KaHaaMm) CBA3H, BHEIIHAM
yCTpOHCTBaM, IporpaMMaM, TOMaM, Karanoram, (aiiiam, 3amucsM, ToJIM 3amuceil) u
HHBIM 00BEKTaM JOCTYyIIa,

—  IIONBITKH yJAJIEHHOIO JOCTYIIa.

4.5. CocraB u cozepxkannme WHGOpMAIUH O COOBITHSX (€30I1aCHOCTH, BKJIIO9aeMOH B
3aIHCH PETHCTpalid O COOBITHAX Oe30macHOCTH, JOIDKHEL, KaK MHHHMYM, 0o0ecIIeIuTh
BO3MOYKHOCTD HIEHTH(MHKAI[MK THUIa COOBITHS O6€30macHOCTH, HaThl W BPEMCHU coOBITHA
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6€30IIacHOCTH, HICHTH(QHKAMOHHON WH(GOpPMAamud WCTOYHWKA COOBITHS 6E30IacHOCTH,
DE3YIBTAT COOBITHsI G€30MaCHOCTH (YCIIEIIHO MIIH HEYCIIENHO), CyOheKTa oCTyna (T0Ib30BaTe]
1 (WIM) IIpoIiecca), CBSI3aHHOTO C JaHHBIM COOBITHEM G€30IaCHOCTH.

4.6. Ilpu peructpanuu Bxoma (Bexoma) cyObexToB mocTyna B MCILIH u 3arpysku
(OCTaHOBKA) OIEpAI[MOHHONW CHCTEMBI COCTaB M COIEpKaHHE HH(DOpMAlWM MOJDKHEL, KaK
MHHHAMYM, BKJIIOYATh JaTy W BpeMs BXoja (BBIXOJA) B CHCTEMY (M3 CHCTEMBI) WM 3arpy3KH
(OCTaHOBKH) ONEPAIMORHON CHCTEMBI, Pe3yJIbTaT IIOIBITKH BX0/a (YCIIEITHAs MK HEYCIIEeIIHAs),
pE3yIbTaT HOMBITKHY 3arpy3KH (OCTAaHOBa) OIIEPAIIMOHHON CHCTEME! (YCIIEITHAS UK HEYCIIEIIHAL),
UAEHTHGOHUKATOD, IPEABSBICHHBIN IIPH IOIEITKE JOCTYIIA.

4.7. Tlpu perucTpaliy HOIKIIOYEHHS CBEMHBIX MallMHHBIX HocuTene# I1/lH ¥ BEIBO#A
I1/Tz Ha CheMHBIE HOCHTENIH COCTaB M COIAECPKAHHE PErMCTPAllMOHHBIX 3alKMCeH OJDKHBI, Kak
MHHHAMYM, BKJTIOYaTh JaTy ¥ BPeMs MOIKIIOYECHHS CHEMHBIX MAIIMHHBEIX HocuTened [IJIH u
BeIBoza I1J[H Ha CheMHEBIE HOCHTENH, JIOTWYECKOoe MM (HOMEp) IOAKIIOYAEMOTrO CHEMHOIO
MarmuHHOTo HocuTels [1J[H, nueHTuduKaTop CyobheKTa JOCTyIa, OCYMEeCTBILI0mEro BeBo g I/
Ha cheMHBIH HocuTenb [1/1H. -

4.8. TIpu perucTparuu 3amycka (3aBepIIeHIs) IPOrpaMM M IPOIECCoB (3a/laHuH, 3a/1a9),
CBSI3aHHEIX ¢ 00pabotkoit ITJ[H cocTaB U cofiep:KaHHE PETHCTPAMOHHEIX 3aMUCeH TOIDKHBI, KaK
MUHHMYM, BKJIIOYAaTh JaTy W BpeMs 3amrycka, mMs (MACHTH(HKATOp) IIpOrpammel (Iporiecca,
samaHus), HAeHTHGUKATOp CyOBbeKTa mHocTyma (yCTPOMCTBA), 3alPOCHBIIETO IPOTpaMMy
(mporiecc, 3a1aHUE), Pe3yIIBTAT 3aITycKa (yCIEeIHELH, HeyCIIEIHbIH).

4.9. Ilpu perucTpaliy MOMBITOK JOCTYIIa IPOrPaMMHEIX CPEICTB (IIPOrpaMM, IPOIECCOB,
3aJa4, 3afaHMi) K 3ammmiaeMeiM (daiiiiaM coCTaB U COIEpP)KAaHHE PETHCTPAIMOHHBIX 3alucei
JIOJDKHEL, KAK MHHHMYM, BKJIFOUaTh JAaTy W BpeMs IIOIBITKY JOCTYIa K 3alluimaeMoMmy haiiy ¢
yKa3saHHeM ee pe3ynbrara (yCIeNIHas, HEyCIeNTHas), HACHTHQHKAaTOp CyOBekTa IOCTyIa
(ycTpolicTBa), crienubUKaIHIo 3alHIaeMoro daiina (JTOTHIecKoe HMsl, THIIL).

4.10. Ilpu perucTpamyy IONBITOK JOCTYIa IIPOrPaMMHBIX CPEACTB K 3allHINacMbIM
06BEeKTaM JOCTYIA (TEXHAIECKUM CPE/ICTBAM, y3/IaM CETH, IMHAAM (KaHaliaM) CBSI3H, BHEITHIM
ycTpoicTBaM, TporpaMMam, TOMaM, KaTalloraM, 3aIKcsM, IIOJISM 3alUCel) COCTaB M CONCPKAHHe
nHGOpMAMK JOJDKHBI, KaK MHHHMYM, BKIIOYaTh [aTy ¥ BpeMs IONBITKH JOCTyma K
3aIIAIIaeMOMY OOBEKTY C YKa3aHWeM e€ pe3ynbTara (yCIelHas, Heyclennas), RIeHTHGHKaTop
cy6BeKTa JoCTyma (YCTpoicTBa), CemMHUKAIIIO 3aAIacMoro 00beKTa oCTyIa (Jrorugeckoe
uMst (HOMeED).

4.11. Ilpu permcrpanuu MONBITOK ynaneHHoro moctyma k UCII/IH cocTaB 1 cofepiKaHue
HH(OPMAIMH JOJDKHBL, KaK MEHEMYM, BKJIFOYaTh JaTy ¥ BpeMs IOIEITKH YIAICHHOIO JOCTYIIA ¢
yKasaHHeM ee pe3yibTara (yCICIIHAd, HEYCNENHas), HACHTHQHUKATOP cyOBeKTa OocTyma
(YCTpo¥cTBa), HCIIONB3YEMEIH IIPOTOKON OCTYIIa, UCIOIB3YSMBIH uHaTepdeiic qocTyna U (Win)
HHYIO0 HEQOPMAIIHIO O [OMBITKaX yHateHHoro goctyma k MCTIIH.

4.12. C6op, 3ammch W XpaHeHHe MHPOPMAIMH O COOBITHAX OE30IAaCHOCTH B TEUCHHC
YCTaHOBIIEHHOTO BPEMEHH XPaHEHHUs IOJDKSH Py CMaTpPHBATh:

—  BO3MOXHOCTs BEIGOpa OTBEeICTBeHHBIM 3a obecmeuenme GesomacHoctd IIJlH B
VCIITa u (umm) AnmuauctpatopoM MCITIH cobprTrii 6€30IacHOCTH, MOIEKAIHX
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pETHCTpalii B TEKYIIHil MOMEHT BPEMEHM M3 IIEpEYHS COOBITHH (e3011acHOCTH,
OIIpe/IeNIeHHBIX B IyHKTe 4.4 HacTosAmero PernamenTa;

— remepammio (c6op, 3ammch) 3sammcedf permcTparmuE  (ayaura) IS COOBITHHA
6€30IacHOCTH, IOJIEKAIINX PEerucTpanud (ayAUTy) B COOTBETCTBHU C COCTABOM H
cozlepkaHreM HH(OPMAIIHH, OIPE/IETICHHBIME B COOTBETCTBHH ¢ IyHKTaMu 4.6 —4.11
HacTosmero PernaMenra,

— XxpaHeHue wWHGOpPMAaME O COOBITHAX O€30IIaCHOCTH B TEYCHHE BPEMCHH,
YCTaHOBJIEHHOTO B IIyHKTe 4.3 HacTosamero Pernamenta.

4.13. OGBeM maMsITH Ays XpaHeHus HHbOPMAIHH O COOBITAIX 6€30IaCHOCTH TOJDKEH ObITh
pAcCYMTaH ¥ BBIIENICH C yJeTOM THIOB COOBITHN G€30I1aCHOCTH, HOJUICKAMUX PETHCTPAllid B
COOTBETCTBHH C COCTaBOM H COJEpKaHHEM HMHPOPMAIMA O COOBITHAX O€30MacHOCTH,
TOJTEXAIIAX PETHCTPAIlNH, B COOTBETCTBUHU ¢ IyHKTaMH 4.7 — 4.11 Hactosmero Perimamenra,
IPOTHO3MPYEMOH JacTOTHI BOSHHKHOBEHHMS ITOLIEKAIIEX PETUCTPAIlMK COOBITHA Ge30IIaCHOCTH,
CpOKa XpaHeHHs HHGOPMAIUK O 3aPETHCTPUPOBAHHBIX COOBITHSX 6E30IIaCHOCTH.

4.14. B UCIIJIH MOIDKHO OCYIIECTBILITBCS pearnpoBaHHE HA COOM IPH DPETUCTPALUH
COBBITH Ge30MacHOCTH, B TOM JHCIIE allllapaTHEIE ¥ IIPOrpaMMHEIE OIHOKH, cOOM B MEXaHU3MaX
c6opa HEGOPMAITHH | JOCTIKEHHE [IPefieNa MM IIepeNoTHeH s 00beMa (EMKOCTH) [TaMATH.

4.15. PearmpoBaHme Ha CcOOM IIPA PETHCTpAaIMM COOBITHN (€3011aCHOCTH IOJDKHO
MpeIyCMaTpHUBaTh:

—  OpenyUpexAcHHE (CATHANHM3alWsi, HHIMKamus) o cOosx (ammapaTHBIX X
IpOrpaMMHEIX ommOKax, c0osXx B MexXaHm3Max cOopa wuHQOpMANUH WA
mepermonHeHus 00beMa  (€MKOCTH) MaMATH) [PH  PErHCTpalyy coOBITHH
6e30IMacHOCTH;

—  pearHpoBaHWE Ha COOM IPH PETHCTPAIMK COOBITAN GE30IIaCHOCTH IIyTeM H3MECHEHHS
OTBeTCTBEHHEIM 3a obecmedenme Oesomacroctd I11[lH B HCIIJH # (wm)
Ammunncrparopom UCTI/li mapameTpoB cGopa, 3alUCH M XpaHeHHs HHQOpMauy 0
COBBITHAX GE30MACHOCTH, B TOM 9HCIIE OTKIIFOYEHHUE 3aUCH HHHOPMAIHH O COOBITHSX
6esomacaocTd 0T wactH KommoHeHTOB MCIIJIH, 3amucCh IIOBEPX YCTapEBIIMX
XpaHUMBIX 3aluceH COOBITHH G€30IaCHOCTH.

4.16. MonuTtopuar (IpOCMOTP M aHAlM3) 3aluceidl perucTpanuy (aymuTa) OOJDKEH
IPOBOJMTECS UL BCEX COOBITHH, MOIJIEXAIIUX PEIHCTpalldd B COOTBCTCIBMH H  C
IIepHOIMIHOCTBIO, YCTAHOBISHHOH 0TIepaTopoM, i O0ECIICIHBAIONIEH CBOEBPEMEHHOC BEIIBICHHIE
IIPHU3HAKOB HHIH/IEHTOB HH(bopMarmonHolk Gesonacuoctr B CIITA.

4.17. B ciydae BEIIBIEHHE IPU3HAKOB HHIMMACHTOB HH(OPMAIHOHHOM 6€301acHOCTH B
UCII/IH OCyIIECTBIIETCS IUIAHKPOBAHUE M IIPOBENICHHE MEPONPHUATHH IO PEArHpOBAHHIO Ha
BLISBIICHHBIE HHITMACHTHE O€30IIaCHOCTH B COOTBETCTBHH C IOPANKOM IPOBCACHUA
pa3bupaTenbCTB IO (akTaM BOSHUKHOBEHHS HHIMICHTOB B NCIIOxn.

4.18. TlomydeHwe METOK BPEMEHH, BKIFOYAIOMMX JaTy M BPEMS, HCIIOIB3YCMBIX IIpH
reHepal[iy 3amucedl perucTpanuy (aymuTa) cOOBITHH 0e30IIacHOCTH B UCIIIu, mocturaercs
IOCPEICTBOM IIPEMEHEHHS BHYTPEHHAX CHCTEMHBIX 4acoB UCII=.

4.19. 3amura HEQOPMAIEK O COOBITHAX GE30MACHOCTH (3AMUCAX PETHCTPALUY (aymuta))
obecrednBaeTCss TPUMEHEHHEM Mep 3allUTHl HH(OPMAli OT HENPaBOMCPHOrO [IOCTYIIa,
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YHUYTOKEHUST WM MORUGHUIMPOBAHMSA M B TOM YHCIE BKIFOYACT 3AIUTy CPEICTB BEICHHUA
permcTpanuy (ayIuTa) H HaCTPOeK MEXaHH3MOB PETHCTPAIIUH COOBITAM.
420. JlocTym K 3amucsM ayquTa X (QYHKIMAM YIPaBICHHS MEXaHW3MaMH PEeTrHCTpalvi
(ayzuTa) JOJDKEH MPEeIOCTaBIATECS TOIBKO YIIOIHOMOYEHHBIM JOJDKHOCTHBIM JTHAIIAM:
—  oTBeTcTBeHHOMY 3a obecmeuenue 6ezomacHoctH I1/IH B UCIT/TH;
—  ammuaEcTpaTopy MCII/IH.

5.J1opsi0K BHIABJICHAS HHOHIEHTOB HH(OPMANMOHHOH 6€30IIACHOCTH H pearHpoBaHHs HA
HHX

5.1. 3aBBIABICHHE MHIMIEHTOB HHOOPMAITMOHHON 0€3011aCHOCTH H PearupOBaHUe Ha HIX
OTBEYAIOT:

—  oTBeTCTBeHHEHIH 3a obecneuenue 6ezomacaoctd [1/1n 8 UCII/IH;

— amnmuraucTparop UCIIIH.

5.2. PaGorumkm VYupexmeHHs, HOIDKHBI cOOOMmATh OTBETCTBEHHBIM 3a BBLIBJICHUC
HHIUAECHTOB HHQOPMAIMOHHOM 0€30IaCHOCTH O JIOOBIX HHIUAEHTAX, B KOTOPhIE BXO/IAT:

—  (axTel MONBITOK ¥ YCICIIHOM pealn3alli¥l HECaHKIMOHHPOBAHHOTO MJOCTYNa B
UCII[lH, B HOMEMmEHHUs, B KOTOPHIX ocymecTBusiercs obpaborka I[/IH, m K
xparmmamam [1/1H;

—  dakThI 6051 WK HEKOPPEKTHOM paboTEI crcTeM 06paboTky HHpOopMauy;

—  (axTel c60st WM HEKOPpeKTHOH paboTer C3U;

—  daxTh pasrimamernns 11/1H;

—  daxTs pasraamenns HEGOPMAIEE O METOAX M cII0cobax 3ammThl 1 06paboTku 1I/[H.

5.3. Bce HemrTaTHEIE CUTYyaIuH, (aKThl BCKPBITHS 1 OIIEYaThIBAHMS TEXHHIECKUX CPE/ICTB,
BBIIIOJIHEHNS IPOQHIAKTAYECKHX pabOT, YCTAaHOBKM M MOJM(HUKAIMA aNlapaTHEIX |
nporpaMMHEIX cpezicts o6paborku [1H B MCIIJIH N0/DKHEL ObITE 3aHECEHBI OTBETCTBCHHEIMHE 32
BEIIBJICHAE MHIUICHTOB HHGOPMAIMOHHOM Oe3omacHOCTH B «JKypHan ydeTa HEMITATHBHIX
cuTyamui, (AKTOB BCKPHITHS M ONEYATHIBAHKS TEXHHYICCKHX CPEICTB, BBIIOIHEHHT
npoQHIaKTHYECKHX PaboT, YCTAHOBKM M MOJM(MHMKAINY anapaTHBIX U IPOrpaMMHBIX CPE/ICTB
o6paboTku mepcoHansHex maHHsX B MBY JIO AT mm E.E. Jlepsruno#, ¢popma KOTOPOTO
ycraHoBieHa B llpmioxeHnH 1 K HacTosmeMmy PeriamMeHTy HIH B SICKTPOHHBIE JKYpHAIIBI
omeparoHHo# cucteMsl B C3U.

5.4, AHanu3 HHIMZEHTOB HHGOPMAIMOHHON 0€30I1aCHOCTH, B TOM YHCIIC ONPEACICHHE
HCTOYHMKOB M IPHYHH BO3HHKHOBEHMS HHIHUICHTOB, OCYIIECCTBIIACTCA COITIACHO IIOPSTIKY
IpoBeNeHHs pa3OUpaTensCTB II0 (akTaM BO3HUKHOBEHHS HHIHJICHTOB rHGOPMAITMOHHON
6esomacuoct B UCII/IH.

5.5. Mepsl IO YCTPaHEHHUIO TOCIEACTBAN HHIMICHTOB HHHOPMAMOHHOA Oe30I1acHOCTH,
[IAaHWPOBAHWIO ¥ UPUHATHIO Mep II0 NPEAOTBPAIICHAIO IIOBTOPHOrO BO3HHKHOBEHHA
FHIHIEHTOB, BO3JATAIOTCS HA OTBETCTBEHHBIX 32 BBIIBJICHHE MHIIMIEHTOB MH(OPMAIHOHHOH
6€30ITacHOCTH.
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6.0cHOBHBIE 3TaNbI npomecca pearipoBanud HA HHIHICHTbI

6.1. Jluma, 3aHAMAIOMIKECS pearnpOBaHWeM Ha WHIUICHTHI JOJDKHEI O0ECIEYHTh 3alIUTy
UCIIlz ® nupouHpOPMHPOBaTh MONB30BaTeNed, O BaKHOCTH MEP MO OOECICYCHHUIO
rHGOPMAIMOHHON 6€3011aCHOCTH. ‘

6.2. Jluma, 3aHMMAIONIMECS pEarvpOBaHWEM Ha HHIUICHTHL, JOJDKHBI OIPEIEIHTS,
gBUsieTcs M OOHAPY)XKEHHOE WMH C IIOMOI[BIO Da3IMYHBIX CHCTEM O0ECICICHHS
MHGOPMAIMOHHON 6e30IacHOCTH COOBITHE MHIMIEHTOM WM HeT. Jlmsi 3TOro  MOTyT
HCIIOTB30BATECA IIyOIMYHEIe OTYETHl, IIOTOKK JaHHBIX 00 yrpos3ax, CpeicTBa CTaTHIECKOIo M
JIMHAMAYIECKOTO aHaIM3a o00pasioB IPOrpPaMMHOTO OOECIIEYeHHs M OPYTHe HCTOYHUKH
madopmanmu. Cratddeckuil aHANIW3 BBIIOJNHsAETCS 0€3  HEIOCPEICTBEHHOIO  3allyCKa
JiccIIeyeMoro obpasia ¥ IO3BONAET BHIABUTH Pa3iWYHBIC WHIMKATOPEL, HANPUMEpP, CTPOKH,
comepxamue URL-anmpeca miM afpeca 3JIEKTPOHHOW To9Thl. JIMHAMHYECKHH —aHAIH3
II0/[pa3yMeBacT BEITIONHEHHE MCCIelyeMO IIporpaMMEI B 3ammmenHo# cpene (I[lecourune) mu
Ha W30JIAPOBAHHOM MAIIMHE C [ENbIO BEUSIBICHNUS IOBeNeHHs 06pasia u cOopa aprepakToB ero
paboTHI.

6.3. Jluna, 3aHEMAIOIIVECS PEaTMPOBAHUEM Ha WHITUACHTSI, JOJDKHEL HACHTA(QUIMPOBATH
CKOMIIPOMETHPOBAHHEIE KOMIIBIOTEPSl M HACTPOHTH IHpaBHia 6€30MacHOCTH TakuM 00pasoM,
9TOGHl 3apaKeHHe He DACIPOCTPaHWIIOCH Nanblle I0 ceTH. Kpome Toro, Ha aTOM OTame
HEOGXOIUMO IEPEHACTPOUTE CETh TakuM 06pasoM, aro0s1 VICTI/IH MOTTIH MPpO/IoDKaTh paboTats
6e3 3apakeHHBIX MalllKH.

6.4. Jlanee nuna, 3aHEMAIOMINECS PEATHPOBAHAEM Ha HHIUACHTHI, YAALIIOT BPEIOHOCHOS
IporpaMMHOe OGecledeHre, a TakKe BCe apTedakTbl, KOTOPEIE OHO MOIJIO OCTaBHTH Ha
3apakeHHbIX KommbioTepax B UCIT/IH.

6.5. Pamee CKOMIIPOMETHPOBAHHEIE KOMIILIOTEPE! BBOIATCS 0OpaTHO B ceThb. lIpu 5TOM
JuTla, 3aHAMAIOIHECS pEeardpoBaHHEM HAa HMHIMACHTH, HEKOTOPOE BpPEMs IIPOAOIDKAIOT
HabmomaTh 3a cocrosHueM 5THX Mammi u WCIIJIH B memoM, 9ToOB yOemuThCsS B IIOTHOM
YCTPaHEHHUH YIPO3BI.

6.6. Jluma, 3aHEMAIONIMECS  PEarupoBaHHEM  HA  WHIMICHTEL,  aHAIM3HPYIOT
IIPOH3OIIE MY HHIMIEHT, BHOCST HEOOXOMMMBIE H3MEHEHHS B KOHQHIYPAITHIO IPOrPAMMHOTO
obecredeHnss ¥ OGOPYHOBaHHMS, OOECIEUMBAIONIEr0 MHGOPMAIMOHHONX 6e30IacHOCTH, H
GOPMHEPYIOT pEKOMEHIAIAH I TOTO, 9TO0HI B OyAyIieM IPeAOTBPATHTE mo00HBIE HHITUACHTEL
ITpy HEBO3MOXKHOCTH IIONIHOTO TIPE/IOTBpallenys OyAymel aTaky COCTaBICHHBIC PEKOMCHIAIIHH
I03BOJIIT YCKOPHUTH PEArHpPOBaHUE Ha HOJM00HBIE HHIUICHTEL

7.J1opsioK NpoBeXeHHs Pa30HPATENLCTB 0 (aKTaM BOSHAKHOBEHHS HHIAICHTOB
nH(pOpMATHOHHOH 0€30MaCHOCTH

7.1. Jina mpoBeneHus pa3OHpaTeNsCTB IO (akraM BO3HMKHOBEHHS HHIIHJCHTOB
HHGbOPMAEOHHON Ge30IIaCHOCTH CO3/aETCs KOMHCCHA, COCTOSIAs HE MEHOS [9eM M3 Tpex
geJIoBEK ¢ 003aTeIbHBIM BKIIIOYEHHEM B €€ COCTaB!

—  oTBeTcTBeHHOrO 3a obecnedenue 6esomacHocts I1Jx B MCIT/IH;
— agmunuctparopa UCILIH.
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7.2. Tlpemcenmarens KOMECCHH OpraHM3yeT paboTy KOMHCCHH, PEIIacT BOIPOCEHI
B3aHMMOJICHCTBHS KOMACCHH ¢ PyKOBOIUTEIAME M PaGOTHHKAME CTPYKTYPHBIX MOJpPa3IeleHUN
OpraHM3alHy, TOTOBHT U BEJIET 3ace/jaHnsT KOMICCHH, TTOITACHBAET IPOTOKOIBL 3acefanui. I1o
OKOHYaHHH pabOTEl KOMHCCHH TOTOBHTCS 3aKMIOYEHHE IO pe3yibTaTaM IIPOBEJEHHOIO
pa3bHpaTeNnLCTBa, KOTOPOE IIepeNaeTes Ha paCCMOTpeHHE JIUpEeKTOpy Y UpexkICHHS.

7.3. Ilpu mpoBeneHUU pa30HpaTeNbCTBA YCTaHABIMBAOTCS:

—  HajgMu#e caMoro (hakTa COBEpPHICHHS MHIWACHTa HHPOPMAIMOHHON 6€3011aCHOCTH,
CITy’KaIllero OCHOBAHHUEM UL BEIHECEHHS COOTBETCTBYIOMICTO PEIICHHUS;

—  BpeMs, MECTO B OOCTOATENIbCTBA BO3HHUKHOBEHHUS MHIHMICHTA, a TAaKXKe OLCHKA €ro
TOCJIEICTBHI;

—  KOHKPETHHI paGOTHWK, COBEPIIMBIINA HHITHICHT HHPOPMAIHOHHON 6e30IIaCHOCTH
VJIH TIOBJIEKIIMH CBOMMH JEHCTBUSMHU BO3HUKHOBEHHUS WHITUICHTA;

—  HaJIWYWe ¥ CTEIIeHb BHHEI PabOTHWKA, COBEPIIMBIIEr0 HHIMIECHT HH(POPMAIIHOHHOHK
6e30MacHOCTH W IIOBJIEKIIIETO CBOMMH JIeHCTBUAMHE BOSHHKHOBCHHE HHITM/ICHTA;

—  leNH W MOTHBBL, CIOCOOCTBOBABIIME COBEPIIECHHUIO HHIMACHTa HHPOPMAIHOHHOM
6€30I1aCHOCTH.

7.4. B memix mpoBeleHHs pa3bHpaTenbCTBa BCE DPAOOTHHKH OOsM3aHBI [0 IEPBOMY
TPeOOBAHHUIO WIEHOB KOMICCHH IIPEXBIBUTE JUIs IIPOBEPKH BCE TUCIANIMECS 38 HAMU MaTepHaIlb]
¥ JOKYMEHTEHI, JaTh yCTHBIE WJIM IMCBMCHHEIC OOBACHEHHS OO H3BECTHBIX MM (aKTax IO
CYIIECTBY 3alaHHBIX UM BOIIPOCOB.

7.5. PabOTHHK, COBEPIIMBIIAM WHIWICHT HHGOPMAIHOHHOH O€30MaCHOCTH MU
OBJIEKIIIHIH CBOMMH ACHCTBHSAMH BO3HUKHOBEHUS HHIM/ICHTA, 00s3aH 110 TPeOOBAHUIO KOMUCCHH
IIpe/ICTABATh OOBACHEHHUs B [IHCBMEHHOH (OpMe He MO3IHee TpeX pabodux AHEH ¢ MOMEHTa
HOIy4eHHs] COOTBETCTBYIOIEro TpeGoBanust. KoMuccus BIpaBe MOCTaBUTH IIEPEN pabOTHUKOM
IlepedeHsb BOIPOCOB, Ha KOTOpPEE pabOTHHK OOs3aH OTBETHTH. B ciydae oTkasa pabOTHHKA OT
ITACHMEHHBIX 00BICHEHHUH, KOMICCHEN COCTABIIIETCS aKT.

7.6. PaGOTHHK HMEET IIPaBo, TI0 COTJIACOBAHMIO C IIPEICeaTeeM KOMUCCHHY, 3HAKOMHUTECS
¢ MaTepHalaMH pa3GUpaTeNbCTBa, KACAIOMMMMUCS JIMYHO €ro, M JaBaTh 110 MOBOJY HHUX CBOH
KOMMEHTAPHH, IPEIOCTABIATE IONONHATEIHYIO HHQOPMAIMIO W AOKYMEHTHL. [lo OKOHYaHHH
pasGupaTenseTBa PaGOTHHKY UL 0O3HAKOMJIEHHS TIPENOCTABILIeTCS HTOTOBBIH aKT C BEIBOZAMH
KOMHUCCHH.

7.7. B ciydae napieHus Ha pabOTHHKa CO CTOPOHBI APYTHX JIAL| (HE H3 COCTaBa KOMHCCHN)
B BHAe Ipock0, Yrpo3, IIaHTaXa H .Op., [0 BOIpOCaM, CBA3AHHBIM C IIPOBCACHHCM
paz6upaTensCTBa, pabOTHIK 0043aH COOOMATE 00 STOM IPEACENATEN0 KOMACCHH.

7.8. Jlo oxoHuaHWs pabOTHl KOMHCCHH M BBIHECCHHI pEMICHHA WICHaM KOMHCCHH
3aIIpemaeTcs pasTiIaliaTh CBEIEHHS O XOJIe TPOBENCHNs Pa3OHpaTebCTBa i CTABIINE H3BECTHEIC
MM 00CTOSITENIECTBA.

7.9. B mpomecce NpoBeIeHHs pa3bupaTeIbeTBa KOMUCCHEH BELACHAIOTCSL:

—  IepedeHb pasTIAlIeHHBIX CBEICHHUMH;
—  IIpUYHMHEI pa3rVIalicHHs CBEICHHU;
—  JTHIa, BUHOBHEIE B Pa3TJIallleHUH CBEICHUM;
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—  pasMep (9KCIIEPTHYIO OIEHKY) IPHIHMHEHHOIO ymepoa;

—  HeJOCTaTKH M HapyLIECHHUs, JOIYyIICHHEE paboTHIKaMu Ipx padore ¢ I111H;

—  uHBIE 06CTOSTENBCTBA, HEOOXOAUMEIE IS ONpeIeIeH s IpHInH pasriaamenus [1/1H,
CTENIEHH BWHOBHOCTH OTHEIBHBIX JIMI[, BO3MOXXHOCTH IIPAUMEHEHHS K HHM Mep
BO3JCHCTBHI.

7.10. Ilo 3aBepmeHHH pa30HpaTeNbCTBA KOMHCCHEH COCTaBNseTcs 3aKimodeHue. B
3aKJIFOUYEHIH YKa3BIBAIOTCH:

—  OCHOBaHME JUIS TPOBEACHUS B pa30UpaTebCTRa,

= cocCTaB KOMHCCHH U BpeMsl IIPOBEICHUS pa3OHpaTenbCTBa;

— CBEEHHMS O BpPEMEHH, MeCTe H OOCTOATENLCTBAX BO3HUKHOBCHUS HHIMJICHTA
nH(GOpMaIMOHHOH O€30I1aCHOCTH;

—  cBesleHHs 0 paGOTHHKE, COBEPIIMBIIEM MHITHICHT WH)OPMAIMOHHON 6€30IIacHOCTH
WA TIOBJEKIIEM CBOMMH JEHCTBHSMH BO3HHKHOBCHHS HHIUJAEHTA (JOJDKHOCTB,
daMmITHs, WM, OTIECTBO, TOJ POKICHHUA, BpeMs paboThl B YIPEXKACHHH, & TAKKE B
3aHEMaeMast JIOJDKHOCTD);

— memM ¥ MOTHBEL pabOTHHKA, CHOCOOCTBOBABIIME COBCPIICHWIO HHIMICHTA
uHGOpPManHOHHOH 6€30I1aCHOCTH;

—  IIPUYMHEI ¥ YCIOBUS BO3HUKHOBEHIS HHITMICHTa HHOOPMAITHOHHON 6e30IacHOCTH;

—  JaHHBIE O XapaKTepe U pa3Mepax IPHYHHCHHOIO B pe3yIbTaTe HHIUIEHTA yIiepoa;

—  IpeJIOKEHHS O Mepe OTBETCTBEHHOCTH PabOTHHKA, COBEPIIMBIICIO HHIMICHT
HHDOPMAIMOHHOM  GE30IaCHOCTA UM HOBJIEKIIETO  CBOMMH  JCHCTBHAMH
BO3HMKHOBEHUS MHIIMJEHTA.

7.11. Ha OCHOBaHMHM 3aK/FOUCHUS BBIHOCUTCA pEHOICHHEe O IIPUMCHEHHH MEpP
OTBETCTBEHHOCTH K pabOTHHKY, COBEPIIMBIIEMY MHIHUICHT WIH IIOBICKIIEMY CBOMMH
NefCTBHAME BO3HHKHOBEHHIO HHITHIEHTA, TAKIKE O BO3MEIICHHH yIiepba BHHOBHBIM PaOOTHHKOM
(MM €ro 3aKOHHBIM IPEICTaBHTENEM), KOTOPOE MNOBOAUTCS JO YKa3aHHOTO paboTHHKa B
IIACHEMEHHOM (popMe IO PacIIHCKy.

7.12. Bce MaTepmansl pasbupaTelbCTBa OTHOCATCS K HHQOpMANUM OrpaHHYCHHOIO
IOCTYIIa ¥ XpaHsTcs B TedeHHe 5 yeT. Komuu 3aKoueHns U PacopsDKEHHs MO0 pe3ylbTaTaM
pazbupaTeNbCcTBa MPHOOMIAIOTCS K JTHIHOMY Jely PabOTHHKa, B OTHOMECHHH KOTOPOIO OHO
MIPOBOJIATIOCE.

8.0TBEeTCTBEHHOCTD

8.1. Bce paGoTHHKH, ocymecTBILIONHe 3amuTy [1/[H, 06513aHbI 03HAKOMHUTECS C AAHHBIM

PernamMenTOM IO HOIIMCH.
8.2. PaGOTHHMKH HECYT MEPCOHAIBHYIO OTBETCTBEHHOCTH 3a BBIIOTHCHHC TpeGoBaHUH

HacTosmero PernaMmenra.
9.CpoK JeficTBAS H NOPSI0K BHECEHHSI H3MeHEeHH

9.1. Hacrosmuit PernaMeHT BCTYIIaeT B CHILy C MOMEHTA €T0 YTBEPIKICHHUS U NCHCTBYET

6eccpodHo.
9.2. Hacrosmmii PertaMeHT IOISKUT IIEPECMOTPY HE PEXE OHOr0 pasa B TpU roJia.
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9.3. /3MeHeHHS U JOMOJHEHMS B HACTOSIIMI PermaMenT BHOCATCS IpHKa3oM Jlupekropa
YupexeHus.
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