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06 yTBepKIeHHH HHCTPYKIHH
[0 3a0HTE NEePCOHATBHBIX JaHHBIX

Bo ucnonmuenue ®enepansroro 3akona Poccuiickoif ®enepanuu ot 27.07.2006 r. Ne 149-
®3 «06 wundopmanuu, HHGOPMALMOHHBEIX TEXHOJOTHAX H O 3amuTe HHGOpMAIUMY,
denepansroro 3akona Nel52-®3 or 27.07.2006 r. «O mepcoHATbHBIX JaHHBIX)» M IIPOYHX
HODMAaTHBHBIX [OKYMEHTOB IO 3amuTe HHGOPMAlMH, a Takke C LEIbI0 00eCIedeHHS
6e3omacHocTH nepconanbHbX qaHHbx B MBY J1O AT um E.E. [lepsrusoit,

INPUKA3BIBAIO:

1. VYTBepauTs M BBECTH B JedcTBue VHCTPYKIHIO NONB30BaTeNsl MH()OPMAIHOHHBIX
cucreM mepcoHambHRX manEbx MBY IO JIT mm E.E. Jleparumoit (IIpmiuoxenme 1 x
HacrosmeMmy IIpukazy).

2. VTBepauTh U BBECTH B JeiicTBUe MHCTPYKIHIO IO MapOIbHOM 3amuTe uHbOpMaIuH B
MBY 10 JIAT um E.E. Jlepsrunoit (ITpunoxenue 2 x HactosmeMmy IIpukasy).

3. VTBepAuTh W BBECTH B JelicTBHE VHCTPYKIMIO IO OpraHM3allid AHTHBHUDPYCHOH
samuTe wEGopmanuu B MBY JIO AT um E.E. [lepsrusoii (Ilpunoxensne 3 k HacTosmeMy
[Tpuka3sy).

4. YTBepIUTH U BBECTH B JieHcTBHE MHCTPYKIHIO 110 OpraHU3alluy Pe3CPBUPOBAHUA U
BOCCTAHOBJIEHHS PAGOTOCIIOCOBHOCTH TEXHUYECKHX CPEICTB H IPOrPaMMHOTO obecrieders, 6a3
JaHHBIX ¥ CPEJCTB 3aIUTEl HEOPMAIK B HHPOPMAIMOHHBIX CHCTEMaX IIePCOHANBHBIX TaHHbIX
MBY J1O AT um E.E. epsrunoit (IIpanoxerne 4 k Hactosmemy [1pukasy).

5. Vreepmuts u BBecTH B AeiicTBHe Ilopanok obpaiienus cO CbeMHBIMYE MAIIMHHBIMA
HOCHTEJISIMH TepcoHanbHEIX Japnex B MBY 10 JUIT mm E.E. Jlepsarunoit (Ilpmnoxenne 5 K
nacrostmeMmy [Ipukasy).

6. TpeGoBaHMs HACTOSILErO IpPHKa3a JOBECTH [0 DPabOTHHKOB, OCYIIECTBIITIOLIMX
06paloTKy IMepCOHATBHEIX JaHHBIX B MH(QOPMAIHOHHBEIX CHCTEMaX NEPCOHANBHBIX NaHHBEIX B
[MBY 1O OAT um E.E. JlepsaruHo#. e—

7. KoHTpoIb 32 HCIIONHEHHeM HacTosmero LIp

432 0CTABIL

33 COOOH.

Jupextop MBY 1O JAT um E.E. Jlepsarunoi



Ipunoxenue 1

Kk npukasy MBY IO AT

um E.E. Jleparunoii

ot «20» aBrycra 2022 r. Ne 003 5-0

HUHCTPYKIUA
N0/1b30BaTe/Is HH(OPMANHOHHBIX CHCTEM IEPCOHAIBHBIX HAHHBIX
MBY 10 JAT um E.E. leparuanoi

1.TepmuHbI B onpeaeIeHAs

1.1. ABTOMaTH3HpOBaHHOE pabodee MECTO — IPOTPAMMHO-TEXHHYCCKHH KOMIUIEKC,
HpeHA3HAYEHHBIA UL aBTOMATH3AIMH €S TEIbHOCTH OIPE/EICHHOTO BU/IA.

1.2. ABTHBHpYCHAs 3aImIuTa — 3aniuTa HHGOPMAIUH ¥ KOMIIOHEHTOB MH(pOPMAIMOHHOH
CHCTEMBI OT BPEIOHOCHBIX KOMITLIOTEPHEIX IPOrpaMM (BHpPYcOB) (0OHapyKeHHe BPEIOHOCHBIX
KOMITBIOTEPHEIX IIPOTpaMM (BUPYCOB), GIIOKHPOBaHHUE, H30IMPOBAHUE «3aPKEHHEIX» OOBEKTOB,
yIaJeHue BPEIOHOCHBIX KOMITBIOTEPHBIX IPOrPaMM (BHPYCOB) 3 «3aPXKEHHBIX) 0OBEKTOB).

1.3. UudopmarmoHHas CHCTEMa IEPCOHAIBHBIX JaHHBIX — COBOKYTTHOCTE COZIEPIKAIIAXCS
B 6a3ax JAHHBIX IEPCOHATBHBIX JAHHBIX M 00ECIEIHBAIONIX HX 00paboTKy HHQOPMAIHOHHEIX
TEXHOJIOTHH B TEXHUIECKUX CPEICTB.

1.4. O6paboTka MEPCOHATBHBIX MNAHHEIX — JmoGoe gedcrBHe (omepamus) MK
COBOKYITHOCTb [I€HCTBHH (Omepaliuif), COBEpIIaEMBIX C HCIIOB30BaHHEM CPE/ICTB aBTOMATH3AIMH
WIH 6e3 MCIOMb30BAHMS TAKMX CPECTB C IIEPCOHANBHBIMA TaHHBIMH, BKITOYas c6op, 3aluch,
CHCTEMATH3AlMIO, HaKOIUIEHHE, XpaHeHHE, yTouHeHre (0OHOBICHHE, H3MEHEHHUE), HU3BIICICHHE,
WCTIONB30BAHME, Tepefady (pacnpoCTpaHeHHe, IpPefOCTaBIeHHe, HOCTYI), OOe3IMIHBAHHME,
6I0KUPOBaHUE, YAATEHHE, YHHYTOKEHHE IEPCOHATIBHBIX NAHHBIX.

1.5. KondunennuansaocTh HHGOpManuu — 00A3aTeNbHOE JUIL BBIIOJHEHHS JHIIOM,
IONYYMBIIEM JOCTYI K OIpeieneHHOM wuHbopMmauuy, TpeOOBaHHE HE INEPEaBaTh TaKyro
HH(OPMAIIHIO TPeThM JHIaM Oe3 cornacus ee o6nagaTes.

1.6. TlepconasbHble JaHHBIE — 062t HH(OPMAIUS, OTHOCSAIIAICS K IPSIMO MITH KOCBCHHO
OIpe/IeIEHHOMY HIIH OIpeseNsieMoMy hu3ugecKoMy ULy (CyOBEKTY IepCOHATBHBIX TAaHHBIX).

1.7. Tlons3oBarens HHGMOPMAIMOHHON CHCTEMBI EPCOHANBHBIX NAHHEIX — PaGOTHHK,
OCYILECTBISIOMEH 06paGOTKy —[epCOHANBHEIX JNAHHEIX B HHGOPMAMOHHOM CHCTEME
MepCOHATBHBIX JaHHBIX.

1.8. CpezcTBO aHTHBHPYCHOH 3aIIUTHI — IPOrPaMMHOE CPE/ICTBO, PEAITH3YIOMmEee byHKIHH
OGHApy)KEHHs KOMIBIOTEPHBIX IIporpamMm JiMOO HHOH KOMIILIOTEpHOM  HHGbOpMaIHH,
IpeTHA3HAYEHHBIX [l HECAHKIIHOHUPOBAHHOTO yHUYTOXKEHHS, ONIOKHPOBAHHUS, MoudHUKaLHH,
KOITHPOBAHHS KOMIILIOTEPHOH HEQOpMAIMK WM HEUTPaIH3aliy CPEICTB 3allATh] uHbopMaIyH,
a TaKKe pearupoBaHus Ha 0GHApY)KEHHE 3THX IPOTpaMM U MHPOpMAaIHH.

1.9. Cpencto 3ammrthl WHQOPMAIMM — MpPOrpaMMHOE OOECICUCHHE, MPOrpaMMHO-
ammapatHoe  obecredeHHe, —anmapaTHOe — OOecrmedeHHe,  BEMIECTBO MM MarepHal,
IpeHA3HAYEHHOE MM HCIIOIB3YEMOE JUIS 3aIAThl HH(OPMAIIHH.

2.00mue moJIOKEHHS
2.1. Hacrosmas WHCTpyKIus HOJIb30BaTeNs HHPOPMAIMOHHBIX CHCTEM NEPCOHANBHEIX
nanEsx MBY IO JUIT um E.E. epsrunoii (nanee — MHCTPYKIKS) ONpeneieT 00s13aHHOCTH,



IIpaBa ¥ OTBETCTBEHHOCTH PAGOTHHKOB IPH paboTe B HHPOPMAIIHOHHEIX CHCTEMAX IIEPCOHATBHBIX
nannbx (manee — UCILIH).

2.2. Tpebopanmst Hacrosmued VIHCTpyKIMM SBISIOTCS OOS3aTENBHEIMH I BCEX
paGOTHUKOB, OCYIIECTBIIAIOMIX 00paboTKy M 3allUTy MEPCOHATBHBIX AaHHBIX (manee — IL0H) B
WCIIJIa — noms3osateneit UCII/IH (nanee — ITonp3oBareny).

2.3. K sammmaemoit uadopmanuu, o6padarssaemoi 8 UCIIJIx MBY 1O JAT um E.E.
Iepsrunoit  (nanee — VYupexnenue), orHocsres IT/H, ciyxeOHas (TEeXHOJNOTHIECKas)
vH(BOPMAIHS CHCTEMBI 3alIUTHI B ApyTas HHPOpMAIHs OrpaHHICHHOTO I0CTYIa.

2.4. Bee momssosaremu WCIIIH VYupexneHws HODKHEL OBITH O3HAKOMIICHBI C
TpeGoBaHMAMY HacToAmeH VHCTPYKIMY O/ OIITHCE.

2.5. Hacrosmas MHCTpyKuusl SBISEeTCS MONOMHEHHEM K IEHCTBYIOIIMM JIOKAIbHBIM
HOPMATHBHBIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BOIPOCaM OOECTeYeHHs 6e3011acHOCTH
CcBeIeHHH KOH(H/IEHIMATEHOTO XapaKTepa, B ToM guce u [1/]H, ¥ He HCKIo9aeT 0053aTebHOrO
BBITIOJTHEHUS X TpeOOBaHHUH.

3.Jonyck moab3oBaTesel K HHGOPMANHOHHBIM CHCTEMaM IIepCOHAIbHBIX AaHHBIX

3.1. Jlomyck momb3osarenei k padore ¢ [1/In B UCII/IH ocymecTBIAETCA B COOTBETCTBHH
¢ «ITepeunem momkHocted paborrmkoB MBY J10 JUIT mm E.E. Jleparuaoli, JONyNIEHHBIX K
06paboTKe MepCOHANBHBIX JAHHBIX ).

3.2. K camoctosTensHOM paboTe Ha ABTOMATH3MPOBAaHHBIX PabOdYMX MeCTax (manee —
APM), Bxomsmux B coctaB MICI[/{H, nomyckatoTcs JIHIA, H3YIHBIINE TpeGOBaHUS HACTOSMIEH
VHCTPYKIMHA ¥ JIOKATHHBIX HOPMATHBHBIX aKTOB IO 3allUTe uH(OpPMAIIHH, OCBOMBIIHE IIPaBHJIA
skcmryaranud APM # TeXHUYECKUX CPEJICTB 3alIUTEL

3.3. Jlomyck TNpOHM3BOAMTCS IOCTE HPOBEPKH 3HAHHS HACTOAIIEH HNHCTpyKUIMH H
IPaKTUYECKAX HAaBBIKOB B paboTe.

4.006513aHHOCTH M0JIb30BATEH

4.1. Kaxmeri Ilone3oBarens HMEIOOMH  JOCTYH K  alllapaTHBIM — CPCCTBaM,
nporpammuoMy obecnedennio u nanHsmM VICII/IH, HeceT MepCOHANBHYIO OTBEICTBEHHOCTE 34
CBOH JEUCTBHUSA U 00sI3aH:

4.1.1. Crporo co6monaTs yCTAHOBIGHHEIE TIpaBUIa O0ECIICUCHHUS 6e301acCHOCTH
wHbOpMaIuH npy paboTe ¢ IPOrpaMMHBIME B TEXHHICCKUMH CPEACTBAMH NCIIOs.

4.1.2. 3HaTh U CTPOTO BHIIOIHATH IPaBUia paOOTHI CO CPEICTBAMH 3AIIUTEI HHOPMAITHH,
ycranosnerHsMu B UCTT/TH.

4.1.3. BrmomHaTs TpeGOBaHUS 110 aHTHBHPYCHOH 3aIlUTe B 9aCTH, Kacaromeics aeicTBUR
[Tonp30BaTeNe.

4.1.4. HememneHHO CTaBHTH B HM3BECTHOCTH OTBETCTBEHHOrO 3a obecriegcHHE
6ezomacaocty [11a B UCIT/Ta wm agmurncTparopa MCIITH:

—  IIpH IIOI03PCHUH KOMIIPOMETAINH JIMIHOTO IapOJL;

—  HeCAHKI[HOHMPOBAHHBIX (IPOM3BENCHHBIX C HAPYIICHUEM YCTaHOBICHHOTO MOPSIZIKA)
H3MEHEHMH B KOHQUTYpaIluy IPOrpaMMHBIX HIIH allllapaTHBIX CPCACTB UCI1H;

—  OTKJIOHEeHWH B HOpMaIBHONM paboTe CHCTEMHBIX H IPHMKIAIHBIX IPOrpaMMHBIX
CPEJICTB, 3aTPYAHAIOMIAX SKCILTyaTallkIo NUCI1n;

—  HEKOPPEKTHOro (QYHKIMOHHPOBAHWS yCTAHOBICHHBIX CPECTB 3AIIUTEL

—  oGHapyXeHUs HEeIpeLyCMOTPEHHBIX OTBOZOB Kabelel 1 MOKIIFOYCHHBIX YCTpPOUCTB;



— obHapyxeHHs (AKTOB, IOIBITOK HECAHKIMOHMPOBAHHOTO MOCTyNAa H CIIy4acB
HapyIIeHHs YCTaHOBIEHHOT0 nopszika o6paborku I1/TH.

4.1.5. DxpaH BHICOMOHHTOPA B [IOMEIIEHAN PacIojiaraTh BO Bpems paboTHI TakK, 9TOOBI
HCKIOYaNach BO3MOKHOCTH O3HAKOMIEGHHS C OTOOpaskaeMo¥ Ha HHX uHopManueH
IIOCTOPOHHUMH JTAI[aMH.

4.2. Tlons3oparensm VCII/IH 3anpemaercs:

— orkmodath (67TOKMpOBAaTh) CPEJCTBA 3aIIMTHl MWH(OPMAIMH, IPEIyCMOTPEHHBIC
OpraHH3alEOHHO-PACIIOps U TeNbHEIMU JokymenTamu Ha VICTI]Ix;

—  IIPOHM3BOAMTH Kakue-THOO M3MEHEHHs B OJIEKTPHYECKMX CXeMaX, MOHTKE H
pa3sMENIeHUH TEXHHIECKAX CPE/ICTB;

—  CaMOCTOSTENBHO  YCTAHABIMBATh,  THUPAKUPOBaTh, WIA  MOAM(HMIMPOBATE
IpOrpaMMHOE obecrieueHue, H3MEHSTh yCTaHOBJIEHHBIH ITOPUTM
(GYHKIMOHUPOBAHHS TEXHAIECKHUX U IPOTPAMMHEIX CPEZICTB;

— obpabarsiBare B HMCIIJla uH(OpMAarmio M BBIIONHATE IPYrde paboTEI, HE
IpeLycMOTpEHHEIe epedreM paB [Tomp30Batesis o ZOCTymy K WCTIIH;

—  coobmarh (WM NepenaBarTh) MOCTOPOHHMM JIMIAM JIMYHBIC aTpHOyTHl M IapOJH
nocrymna k pecypcam MCIT/TH;

—  pa6otats B UCII/IH npu oGHApYKEHUH KaKuX-Tu00 HEHCIIPaBHOCTEH;

—  OCTaBJISTH BKIFOYEHHBEIM 0e3 mpucMoTpa APM, He aKTHBH3UPOBAB CPEZICTBA 3K THI
OT HECAHKI[HOHHPOBAHHOIO JIOCTYIIA;

—  YMBIIUIGHHO WMCIONB30BaTh HENOKYMEHTHPOBAHHEIE CBOMCTBA H ommOK B
IIPOrpaMMHOM OGECIIedeHHH WM B HACTPOMKaX CPeICTB 3allUThl, KOTOPBIC MOIyT
IIPHBECTH K O3HAKOMIICHHIO C 3allIUINaeMOl HHQOpMAIHel MOCTOPOHHIX JIHIL;

—  [pOW3BOJHMTE IepeMeINeHus TexHudeckmx cpeacts APM 6e3 cormacoBaHHS C
OTBETCTBEHHBIM 3a obecniedenue GezomacHocta [1/1r B UCILIH;

—  BCKpHIBaTh KOpITyca TeXHHUECKHX cpefcTB APM u BHOCHTh M3MCHEHUS B CXEMY H
KOHCTPYKIHIO YCTPONCTB.

5.0pranuzanus paboTel €O CbeMHBIMA MAIAHHBIMHA HOCHTE/IIMH rHpOpPMANHH

5.1. Opraamzanus paboTel CO Ch€MHBIMU MAIIHHHBIMA HOCHTCILIMH uHpopManmu (Hanee
— CMHMN), comepxamue [IJIH ¥ HHYI0 HHOOPMALHIO KOHGHUICHIHATBHOIO Xapakrepa,
ocymectBsercs B coorsercreui ¢ «llopsiikoM obpamieHus CO CBEMHBIMH MAallMHHBIMA
gocutessimu uadopmanun B MBY J10 JIAT um E.E. JlepsruHOi.

5.2, Tlomp3oBateny oOs3aHbl 3HATh ¥ COOMIOATh YCTAHOBIEHHEIE TPeOOBAHMS 10 YUETY
xpaneruto CMHU.

5.3, CMHU nomwxHBl GBITE 3apErHCTPHPOBAHEl B «JKypHaIe yueTa ChEMHBIX MalTHHHBIX
HocHTeNeH HH(POpMaLH».

5.4. CMHMU 3axpemisiercss 3a ONPENEIEHHBIM JIHIOM, HECYIIMM OTBCTCTBCHHOCTH 34
COXPaHHOCTh M MECTOHAXOXICHHE aHHOTO CMHH.

5.5. Ilpu HEOGXOMMMOCTH Nepeadd UH(GOpPMAIHH Ha CMHH, munoo OTBETCTBEHHOE 3a
XpaHEHHE YBEJOMIET OTBETCTBEHHOIO 33 OOeCHedCHHE 6ezomacaoctd I1[Tx B UCIL[H o
HeOOXOIMMOCTH Tepefaun uHpopmanuu ¢ momomsio CMHM, moctasiier CMHHU mo mecty
HasHAueHWs, IlepeaeT HHPOPMAIIHIO C HETO U BO3BPAIIACT €r0 Ha MCCTO XPAHEHHA.

5.6. Xpamemne CMHM ocymiecTBiaeTCA:

—  qus Gureni-kapT, cMapT-KapT, KOMIIaKT JUCKOB U Ip.) B 3aIUIIECHHBIX celdax;



—  gma CMHU, Bxomsmux B coctaB WCII/IH, npou3BOAXATCs ONeYaThIBAHHE KOpITyca
APM.

5.7. Tlomp3oBaTensiM 3alpemacTes:

—  3amMCHIBATH U XpaHUTH 1IJ[H 1 HHYIO HHGOPMAIHIO KOH(H/ACHIHAIBHOrO XapakTepa
na neyurennsix CMHU;

— ocrarmite CMHU 6e3 mprcMoTpa, NepeaaBaTh WX ApYTrUM JIMIaM H BBIHOCHTH 32
TIpesieNbl KOHTPOIAPYEMOH 30HEI, 38 MCKIIOUEHHEM CIIy4aeB, B KOTOPBIX pa3pellcHa
nepenada CMHU;

—  xpauuts CMHH BOIM3M CHIBHBIX HCTOYHHKOB SIEKTPOMATHATHBIX HU3IydCHHH H
MPSIMBIX COTHEYHBIX JIy4eH;

—  xpauuth Ha y9reHHRIX CMHU mporpamMmsl ¥ JlaHHBIC, HE OTHOCSIIHECS K pabogeit
uHbOpPMALUH.

6. Oprasnp3anus DapoJdbHOH 3aMHATHI

6.1. OpraEusanys TapoJIbHOH 3alUThl IPOU3BOJUTCSA B COOTBETCTBHH C «HCTpYyKITHEH
110 maponbHo# 3amuTe nEGopmarmu 8 MBY JTO IAT nm E.E. epsrunoi.

6.2. Jluma, UCIOJB3YIOIAE TTapOIH, O0S3aHBL:

—  XpaHUTH B TallHE CBOH MapoJib

—  YeTKO 3HATh W CTPOrO BBHINONHATH TpeOOBaHMA HacTosued MHCTpYKIMH U IPYTHX
PYKOBOJISIIIUX JTOKYMEHTOB;

—  CBOEBPEMEHHO COOOMATh OTBETCTBEHHOMY 3a ObecledcHHe 6ezonacHoct [1/lH B
UCIIJIH 060 BCeX HEMITATHBIX CHTYaIlHsX, HApYIICHHAX PabOTEI CHCTEM 3alATEL OT
HECAHKIIHOHHPOBAHHOTO JOCTYIIA, BOSHUKAIONINX IPH paboTe ¢ apoJIIMH.

6.3. Bo Bpems BBOIa mapoiell HEOOXOMMMO HCKIIOYHTH BO3MOXHOCTB €r0 IPOCMOTPA
IOCTOPOHHMMH JTHIAMH (JeI0BEK 3a CIIMHOM, HAG/IOICHHE JETIOBEKOM 3a JIBIOKCHHICM IAJIBIICE B
IpSIMOH BHIMMOCTH WM OTPKEHHOM CBETE) MMM TEXHMYECKHMU CPE/CTBAMH (BEIEOKAaMEDEHL,
¢oToamnmapars! 1 Ip.)

6.4. JIns mpeJOTBpALICHHS JOCTYIa K MEPCOHAIBHBIM JaHHBIM, II0JIb30BATC/b BO BPEMS
nepepbiBa B paboTe 00f3aH OCYIIECTBHTH OJOKHPOBAHHE CHCTCMBI HAKATHEM KOMOHUHAIHH
Ctrl+Alt+Delete u kuonky «BIOKHpOBATE» WM HaxkaTHeM KoMOuHauy WintL.

6.5. Broxuposanme ceanca gocTyna nomssosares B CII/H ocymecTsseTes mocne 15
MHHYT ero Ge3aecTBrs (HeaKTHBHOCTH).

6.6. B ciryuae yrepu naposis pabOTHHK CTABHT B H3BECTHOCTH CBOCTO HEMIOCPEICTBEHHOTO
PYKOBOJIUTENISL M OTBETCTBEHHOTO 32 0OeCIedeHIe He30MacHOCTH ITTa 8 UCIT/IH 1 IpAHATHS
MOCIIEXYIOIIUAX PEIICHHH.

6.7. B ciaydae KoMIpoMeTaluy mapos (IPOCMOTP NOCTOPOHHAMH, PasrilaeHHe TapoJii
¥ JIp.) HeOBXOMMO H3BECTUTH CBOETO HENOCPEJCTBEHHOrO PyKOBOJHUTENLE B OTBETCTBEHHOIO 32
obecneuenue Gezomacaocts [1/1a B UCITJIH Ui NPUHSITAS MOCIEYIOMMX PEIICHHH.

7. TIIpaBmia paGoThi B ceTsix o0mero AocTyna u (AJIH) MEKIyHAPOLXHOIr0 odMeHa

7.1. Paborta B ceTsx obmero pocryna u Ha ainemenTax MCII/IH, H0mKHA OCYIIECTBILTECA
HCKITIOYUTEIBHO B CIIYKEOHBIX LELiX.
7.2. Tlpu paGoTe B ceTsX 0OIIETO AOCTYIA 3aIPEIIACTCA:
—  OCYMIECTBJIATH paboTy MpH OTKIIFOYCHHBIX CPEACTBAX 3allUTEL



— TmepemaBaTh [0 CeTsM OOMEro JoCTyma 3amumaeMylo uHOpMaruio 6e3
HCIIOTb30BaHUS CPEACTB MH(POBAHUS;

—  3ampemaeTcs CKayuBaTh M3 CeTH VIHTepHeT ImporpaMMHOe OOECIeYeHHE M JpPyrHe
atiibl, ecii 3TO He OIPEACISHO €ro IODKHOCTHBIME 0043aHHOCTAMH;

—  3ampeIaercs MOCEIeHHe | UCIIOIb30BaHNe CETH MIHTEpHET B IMYHBIX HENSIX.

8. Ilopsaok ycTaHOBKH 00GHOBJIEHHH IPOrpaMMHOr0 o0ecnedeHHst

8.1. VcraHoBKe KpYIOHBIX OOHOBJICHHH IPOTPAMMHOIO  OOECHEYEHHs  JOJDKHO
IIPE/IIIECTBOBATh TECTHPOBAHUE HHPOPMAIIMOHHOH HHPPACTPYKTYPhI Ha OTCYTCTBAE HETaTHBHBIX
BO3JEHCTBHY OT yCTAHABIHUBAEMBIX OOHOBJICHUH.

8.2. B ciydae o6Hapy)KeHUS HETATHBHOTO BO3IEHCTBHS yCTaHABIMBAEMOIO OOHOBICHHS
Ha ITaTHOe (YHKIMOHMpOBaHWEe HHPOPMAUHOHHON HHGPACTPYKTYpEI, JaHHOE OOHOBICHHE
yCTaHaBIIMBATECS HE JOJDKHO 10 COTIACOBaHUIO ¢ amMuaucTpaTropoM UCTI/IH.

8.3. VcTaHOBKE HOBEIX BEPCHM IPOrpaMMHOrO 0OECTIeUeHUs HIIM BHECEHHIO CEPhE3HBIX
H3MEHEHH#I W JONOJHEHMH B [EHCTByIOIee HNporpaMMHOE OOecHedeHHe JOJDKHO
IpeIIECTBOBATH TECTHPOBaHUEe HHYOPMAITMOHHONR HHPPACTPYKTYPhI Ha OTCYTCTBAC HETATHBHEIX
BO3/IEHUCTBHN YKA3aHHOTO IIPOrPaMMHOr0 0becredeHusl.

8.4. VYcraHoBKa MNPOTECTHPOBAHHBEIX OOHOBICHMH, HOBBIX BEPCHH IPOrpaMMHOIO
obecrieyeHdsT WM BHECEHHE H3MEHEHMH M JONONHEHHH B JIEHCTBYIOIIEE MPOrpaMMHOE
obecreyerre MOXKeT GBITh IPOU3BENEHO TOIBKO IO COracoBaHuio ¢ apmMuuucTparopom UCILIH
¥ OTBETCTBEHHEIM 3a o0ecnedenue Oesonacuoctu [1/]x B UCIT/IH.

9. TexnoJoras o0padoTKH NepCOHAIBHBIX JaHHBIX

9.1. Tlpm mneppuunom pomycke K pabore B HMCII[Ia Ilomp3oBareib 3HAKOMHTCH C
TpeboBaHUAMH PYKOBOISIINX, HOPMaTHBHO-METOJUIECKUX %} OpraHHU3aluOHHO-
PACTIOPSAIMTENBHBIX JOKyMEHTOB [0 BOIPOCAM aBTOMATH3MPOBAHHON 06paboTky HH(pOpMAIHH,
m3ydaeT MHCTPYKIMIO, IONydaeT NEePCOHATbHBIM HACHTUYUKATOp WIM JIMYHBIH Napoib Yy
OTBETCTBEHHOTO 3a obecreuenne GesonacHocty [1/1a B UCIT/IH.

9.2. B mporecce pabotsl ITons3osarens npousBoaut 06paborky [1/Ta 8 UCII/TH.

9.3. Tlpu meobxomumoctm BeBOA IIJln w3 WMCII[JH oCymECTBISIETCS CJIEIXYIOIIAM
obpazoM:

—  xomupoBanueM I1/Ix Ha yuarenusie CMHU;
— mepemava IIJl 1o KaHanmaM CBA3M € O0sA3aTCiBHBIM  IPUMCHEHHEM
KpUnTorpagu9eckon 3amuThl.

10. Cpok jaeiicTBHS M NOPSIIOK BHECEHHS H3MEHEHHMH

10.1. Hacrosumast IHCTpYKIMS BCTYIAET B CHITY ¢ MOMEHTA €T0 YTBEPXKICHHS U ACHCTBYET

6eccpodHo.
10.2. Hacrosmas MHCTpYKIMS IOUIEKUT IIEPECMOTPY HE peXe OJHOro pasa B TpH roja.
10.3. V3MeHeHMS ¥ JONOJHEHHWsT B HACTOAI(YI0 MHCTPYKIHIO BHOCSTCS IIPHKa3OM
JupexTopa YUpexKIeHHs.
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[Mpunoxenue 1

k npukasy MBY J10 IAT

um E.E. leparusof e

ot «20» aBrycra 2022 r. Ne Cf 3/5- o

HUHCTPYKIIUAA
0 NAPOJIBLHOMN 3amuTe HHPOPpMATHH
B MBY 0 AT am E.E. Aepsaranoi

1. Tepmuns! u onpeaeeHus

1.1. ABTOMaTH3HpOBaHHOe pabodee MeCTo — IIPOrPaMMHO-TEXHHYESCKHH KOMILIEKC,
TpeHa3Ha9eHHbIH I aBTOMATH3AlMH S TeIIBHOCTH ONIPE/ICICHHOT0 BHIA.

1.2. Madopmarmonsast CHCTEMAa NEPCOHATIBHBIX JaHHBIX — COBOKYIIHOCTh COACPKAIUXCs
B 6a3ax JAHHBIX IEPCOHATBHBIX JAHHBIX ¥ 00ECIeIMBAOMHMX HX 06paboTKy HHGOPMAITHOHHEIX
TEXHOJIOIHH ¥ TEXHUIECKUX CPECTB.

1.3. O6paboTka MEPCOHATBHBIX JAHHEIX — JHo0oe ZeicTBHE (omepanus) WM
COBOKYITHOCTb JeHCTBHH (omepalyii), COBEPIIAEMBIX ¢ HCIIONB30BaHAEM CPEIICTB aBTOMATH3AIAH
WM 63 MCIOMb30BAHUS TAKHX CPEICTB C IIEPCOHATBHBIMU JIaHHBIMH, BKIIHOYas cOOp, 3aluch,
CHCTEMATH3AIAIO, HAKOIUICHHE, XpaHeHue, yrouHenre (0OHOBIeH e, H3MCHEHE), H3BICUCHHE,
HCIIONB30BaHME, Iepesady (PacIpoCTpaHeHHe, MPeJOCTaBICHHE, JOCTYI), O00e3NTHIHBAHKE,
GIIOKHpOBAHKE, YIAICHHE, YHHYTOXKEHHE IEPCOHANTBHBIX JIaHHBIX.

1.4. Kondunennuansaocts HHGOpManuu — 00s3aTeNbHOE UL BBIIONHCHHUS JIHIIOM,
[IOJIyIHBIIAM JOCTYIl K OINpeleleHHOH HH(popmanuy, TpeOOBaHHME HE IE€pe/aBaTs TaKyio
uHGOPMAIIHIO TPETHIM JHIaM 6e3 cornacus ee 00anaTells.

1.5. IlepconasnbHble JaHHBIE — F0Oasd HH(OPMAIHs, OTHOCAIIAACS K IIPSIMO M KOCBECHHO
OTIpe/IeICHHOMY HIIH ONpPeeseMoMy Gu3HIecKoMy JTHILY (cyOBEKTY IIepCOHATBHBIX JAHHBIX).

1.6. TTonb30BaTens UHGMOPMAIMOHHOH CHCTEMBI IIEPCOHANBHEIX NAHHBIX — PAabOTHHK,
OCYIIECTBILIONMHE  00paGoTKy IMEpCOHANPHEIX JaHHBIX B uH(GOPMAITMOHHON ~ CHCTEME
MEPCOHANBHBIX JIAHHBIX.

1.7. CpencrBo 3amuTel MHPOpMAIMU — IPOTPAMMHOE obecmeyeHue, IPOrpPaMMHO-
ammapaTHoe  oOecliedeHWe, anmapaTHOe — OOECIedeHHe,  BENIECTBO MM MaTcpHal,
TIpeIHA3HAYEHHOE WIH HCIIOMB3yeMOe [Uis 3aIlUThl HHpOpMAIHH.

2. OO0OmHe mMojI0KeHHAHA

2.1. Hacrosmas VIHCTpYKIHS TI0 TIaponbHoll 3amuTe maGopmanuu B MBY 10 JOT um
E.E. Jlepsrunoit (manee — VIHCTpYKIHs) yCTaHABIMBACT TpeGOBaHUsA M OTBETCTBEHHOCTDH IIPH
OpraHM3aIliy [apOJLHOK 3aIUTHl HH(pOPMAIKH, a TakKe OMNpENeNseT MOPANOK KOHTPOJ 34
NEHCTBHAMHE TIOJNB30BaTeNell M OOCIY)KMBAIOIIEro IEpPCOHAA uHGOPMAIIMOHHBIX CHCTEM
nepcoHANbHBIX AaHHbIX (nanee — UCILJH) mpu paboTe ¢ mapoJIsIMH.

2.2. TpeGopamus HacTosmuei VIHCTPYKIMH ABILIOTCSH 00A3aTENBHBIMA UL HCIIOTHEHUA
BeeMHu Tob3oBaTesMu ¥ ammuaAcTpatopamu VICIIIx MBY JIO JAT uM E.E. Jlepsarunoi
(manee — YUpexIeHHE), HCTIONB3YIOMEMHE B CBOCH paboTe cpeicTBa BEIUKMCIUTEIHON TEXHHKH.
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2.3. Bce nomssoBaremu u agmuuuctparopsl UCIIJIH YupexaeHus, HCIOIb3YIOMHUE B
cBOeit paboTe Cpe/ICTBA BEIMHCITATEIBHOM TEXHUKH, IOJDKHEI OBITh O3HAKOMIIEHBI C Tpe6OBaHUAMHU
Hacrosmel MHCTpYKITHY 11O/ IIOAMHKCE.

2.4. Hacrosmas MHCTpyKuus sBsfeTcs MONOIHEHHEM K NEHCTBYIOIIMM JIOKATbHBIM
HOPMATHBHEIM aKTaM (BHYTPEHHHM JOKYMEHTaM) IO BOIpPOCaM obecnederust 6€3011aCHOCTH
cBe[eHMH KOHQUICHIMAIEHOIO XapakTepa, B TOM 9YHCIC M NEPCOHANBHBIX JAHHBIX (masee —
[1]1x), & He HCKIOYaeT 00s3aTeBHOTO BEIOTHEHUS HX TPeOOBaHHIA.

3. TpeGopanus, npeIbABIseMbIe K HICHTHPAKATOPAM (K0OAAM) H HAPOJISIM (mopsgox
dbopMupoBaHHs H 00pameHns ¢ HEMH)

3.1. Asropusamms mombzoparenedt  MCIIJIH  ocymecTBiuseTca  IyTeM — BBOJA
unenTH(dUKAaTOpa U/ TapoJIs.
3.2. TpebGopanus kK GOpPMUPOBAHHIO MAPOJIEH ¥ OOPAIICHHIO C HEMH.

3.2.1. Tlapons ¢opmupyeTcss IpPH CO3[MaHAM YYCTHOH 3alliCH OTBETCTBCHHBIM
ob6ecreuenue 6esomacuoctd [1J1a B UCIT{a wiu agvuarctpatopoM WCIIIH, npu nepBuIHOM
BXOJI€ B YUETHYIO 3aIIUCh MApOJIb HOJDKEH OBITh H3MEHEH BIIaZICTIbIIEM.

3.2.2. Branessiibl THYHEIX Tapoiieii 06s3aHbl 00ecIe HuTh UX TaHHY.

3.2.3. Tlaposu reHepupyIOTCs C yIETOM CIEAYIOMUX TPeOOBAHHH:

—  I1apoJib JOJDKEH 3HATh TOJIBKO €T0 BIIaJesel;

—  JUIMHA DapoJis JIOJDKHA OBITH He MeHEe 8 CHMBOIIOB;

— B mapore 0643aTebHO JJOJDKHEL IIPHCYTCTBOBATh Kak UM(PHL, TaK U OyKBEI Ha
BEpPXHEM H HHJKHEM PETUCTPaX;

—  [apons He JO/DKEH BKIIOYATh CMBICIOBYIO HAarpysky (WMcHa, bamunuy,
HAVMEHOBAHMS OpraHH3allui, YIHMI, TOPOJOB M T.J.), OOIICHPHHATEIE
coxpamenus (userOl, password02 u T.I.) H IOCICJOBATEIbHBIC COYCTAHHI
xiaBum KiaasuaTypsl (qwertyOl, Mnyken12);

—  MAakCHMAJBHBIH CPOK JedcTBuUs mapois coctasigeT 120 nHei;

—  MUHHMAJIBHEI CPOK JIEHCTBHS IIAPOIIS COCTABIIAET 2 JIHS;

—  KONMHYECTBO HEYJaJHBIX TIOMBITOK BXOZA B CHCTeMY, IPHBOJIAIIEe K OIIOKHPOBKE
yueTHOM 3aIHCH TIOIb30BaTeNIs JOIDKHO 65T He Goiee 6.

3.2.4. TpeGopamus K (GOPMHPOBAHHIO TapoJiedl OOECIECTUBAIOTCA TEXHHICCKUMH
BO3MOKHOCTAMH HMCIOJIB3YEMBIX OINEPAIMOHHBIX CHCTEM, CPEJCTB 3aIlUThl HH(pOpManuH #
HH()OPMALIOHHBIX PECYPCOB.

3.2.5. TlonHas IUlAaHOBas CMEHA IIapoJiel TIOJb30BaTeNied MOJDKHA IIPOBOJUTECA
PEryJSIpHO, He peske OHOTO pasa B [ONro/a. BHenianoBas CMCHA Iapoiii MPOU3BO/ATCA B cirydae
ero KOMIIPOMETAIIHH, & TAkKe I10 IPOChOe MOJIb30BATENLT NCIIa.

3.2.6. Xpanenue nombsosarensvu VICII[(a 3sHagenui CBOUX mapojieil Ha GyMaXHOM
mocurene 3ATTPEIIEHO.

3.2.7. Tlomp3oBaTelh HE WMeET IpaBa COOOIMMTEL IHYHBIH Napoib IPYTHM JIHIaM
(paspemaeTcsi TONBKO C COMVIACOBAHMs OTBETCTBEHHOIO 32 obecrieuenre OE30MACHOCTH HIA
apvunuctparopa VICITIH mpx HaIA9Hd TEXHOJIOTHYECKON HEeOOXOMUMOCTH HMCIIOIB30BaHKA
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VIMeH H I1apoJiell pabOTHUKOB B MX OTCYTCTBHE B CIIy9ae BOSHUKHOBECHUL HEIITATOHBIX CUTYallUH,
opc-MaxKopHBIX 06CTOATeNBCTB | T.1I1. ITo Bospamenuio paboTHHKE 00s3aHEI cpa3y K€ CMEHHUTH
CBOH [1apOJIH HA HOBBIE 3HAYEHHS COITIACHO NaHHOU MHCTpyKumny).

3.3. Tlopsiok cMeHBI aposel ¥ HICHTH(UKATOPOB IIPH H3MEHEHHSX B OpraHM3allHOHHO-
IITATHOM CTPYKTYpe (KaIpOoBhIe EPECTaHOBKH, YBOJIIBHCHHE pabOTHHKOB):

3.3.1. Ilpu mpexpalieHuy JEHCTBHS TPYAOBOTO JOrOBOpa ¢ PabOTHHKOM BCE CO3,E[aHHI:I€
JUIA 3TOTO PaOOTHHKA YUEeTHBIE 3aIHCH (II0B30BATENBCKOE MMs) MOMIEKAT OIOKHPOBAHMIO HE
1103/IHee, YeM B JIeHb YBOITbHEHH paGoTHHKA. [T01HOE yaleH1e YYEeTHBIX 3allACeH IPOU3BOIUTCS
B TedeHUU 5 paboumMX JHEH cO AHA yBOJbHEHHS paboTHEKA. OCHOBaHWEM JULL OJIOKHPOBAHUS U
IOCIIEAYIOMEro yAAIEHHS YYEeTHBIX 3aluced paboTHHKa SBIICTCA 3asdBKa, IPE/CTaBICHHAT
HEIIOCPE/ICTBEHHEIM PYKOBOJWTENEM YBOIBHAEMOTO HE MO3/IHEE, YeM 3a 3 pabodnx JHS 1O HHSA
€ro yBOJILHEHHS.

33.2. Ilpd [OpoOBeNeHHH  OPraHM3alMOHHO-NITATHBIX ~ MEPOIpPHSTHN  (KaIpOBBIE
IIEPECTAHOBKH) HEMOCPEACTBEHHEIH DYKOBOAMTENb CTPYKTYPHOTO IIOAPA3JCICHU o0s13aH
npencraButs anmunucrpaTopy UCII/IH 3aj4BKy Ha M3MCHEHHUE B [IPaBax ZOCTyIIA.

3.4. TlopsyoK meHcTBHI TPU KOMIIPOMETAIMH HACHTH()HUKATOPOB H [TapONICH.

3.4.1. Tloxm xoMIpoMeTanpell MOHAMAETCS: yTpara Napoiisi yYeTHOH 3aliCH M (vm)
rapons uAeHTH(HUKATOpa, pasriameHyre YYeTHON 3aliCH TapoJisd WK [apoJis uneHTudukaropa
(sSIBHAs KOMIIPOMETAIWS), HUIM MHAS CHTyal|s, KOTOpast JacT OCHOBAHUE /UL NPEIIONOKECHHIS O
HapyIIeHAY KOH(HACHIMAIBHOCTH Tapoiell i HAeHTHQHKATOPOB (HeABHAS KOMIIPOMETAIIHsA).

3.42. Tlpu BeseieHdr (axkrta yTparel I@pois, pasrIaliCHHs M[apoid, Napod
HIeHTH(UKATOPA, CAMOrO HACHTH(HKATOPA TIONB30BaTENb 00S3aH HE3aMEUTHTENBHO co00muUTH
0 MaHHEIX (aKTax CBOEMY HENOCPEICTBEHHOMY DYKOBOIMTENIO M OTBETCTBCHHOMY 34
obecneuenue HezomacHocts [1/1a B UCITTa wmm agmunuctparopy UCIITH.

3.43. B ciydae BhIBIeHHS (akTa KOMIPOMETALUH HICHTHQHKATOPOB H naposen
nonb30BaTeNts aavuarcTpaTop MCIT/{H Win OTBETCTBEHHEIH 32 00eCIIedeH e 6ezomacHocTu I1/1H
B UCII[Iz o6s3an HeMeMIEeHHO 3a0JIOKAPOBATh YYETHYIO 3alMCh [AHHOTO IOJIB30BATEIL H
He3aMe UTHTEIFHO IPOM3BECTH BHEIIAHOBYIO CMEHY ITapOyIst Vs 3TOTO IMOIE30BATeIIA.

4. IlpaBa m 00s13aHHOCTH

4.1. OcroBHble 3anaun aqmMuarcTparopa MCIT/IH:
~  OpraHH3allds yCTAHOBKH CPEJICTB MACHTHGUKAINH U ayTeHTHHUKALHN;
—  OopraEW3alys apoJIbHOM 3alIUTEL BO BCEX WUCIIn;
—  BBIJaYa NEPBUYHBIX MTApPOJNICH, H 2JIEKTPOHHEIX IEPCOHATBHBIX HIAEHTH(UKATOPOB U
rapoJiel K HUM;
—  OCYIIECTBICHHE KOHTPOJIS 38 COCTOSIHHEM CHCTEMBI MapoJIbHOM 32U TH HHGOPMALHH
B UCII=.
4.2. Amvuuucrparop UCIL[Ia umeeT mpaso:
—  BHOCHTH NPEJIONKEHUS IO COBEPIICHCTBOBAHMIO CHCTEMEI MapOBHON 3aIUTHL
nadopmarea B UCITTH;
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— TpUHMMATh y9JacTHe B IUIAHMPOBAHMH MEPOIPHATHH IIO MapoJIbHOH 3arimTe
uabopmanuu B VICIIJIH 1 IUIaHAPOBAHHUH OCHAIIECHUS CPEICTBAMU UICHTHOUKAIAH
U ayTeHTH(QUKALIHUH;

—  OCYIIECTBIATH KOHTPOJIb COCTOSIHIS CPE/ICTB HICHTHUKAIMA ¥ ayTCHTHQHKAIMH B
NCTITs;

—  MHUOUAPOBATH CITyXeGHBIE IPOBEPKH H yIaCTBOBATh B IPOBE/ICHAN PACCIICA0BAHUHI
10 (hakTaM KOMIIPOMETALIUH;

—  OKa3BIBaTh HOMOIIb B peIICHHH IIPoOIeM, BOSHUKAOMIMX IIPH dKCILTyaTallik CPEICTB
ueHTAGUKANNY B ayTeHTUQUKALHH.

43. OB6S3aHHOCTHA B YACTH IApOJBHON 3amuThl HHQOPMAUH OTPaXXCHB! B HHCTPYKIMH
apmunrctparopa UCIT/IH.

4.4, TlonszoBarensm UCII/{H B cROEH paboTe 3ampemiaeTes:

—  coobm@ath KOMy-TM60 CBOM JIHYHEIf Hapojh W/WIM I@polb K SIEKTPOHHOMY
HEPCOHANBHOMY HICHTHDHKATODY:;

—  mepedaBaTh KOMY-JHOO BBIIAHHBIH SJIEKTPOHHbIHA [EPCOHABHBIH HICHTAPHUKATOD;

—  ocymecTBIATh BXOA B omepamuonnsle cuctembl UCII/(H u B HH(pOpMalMOHHEIE
PECYPCHI IO/ TY’KHMHU HICHTH(GUKATOPAMH 1 TapOJILIMHK;

—  OTKJIIOYATh CPEJICTBA HACHTHOHUKAIMK U ay TeHTH()UKAIHH.

4.5. B coydae nosBIeHUs OX03peHHH Ha HaKT KOMIPOMETAIMH Tapoid, & TAKXKE B CIydac
BEISIBJICHHS WHIEAEHTOB (DakToB M T.I), CBs3aHHBIX co cOoamMu B paboTe CpENICTB
yeHTHUKAEY U ayTeHTUOUKAIUH, TIOb30BaTeNX 00s3aHbI HEME/IICHHO IporH(OPMHUPOBATE
06 5TOM OTBeTCTBeHHOro 3a obecrneuenne 6esomacuocty [1/In B MCII/[H nik aqMUHHACTPATOPa

HCII#.
5. OTBeTCTBEHHOCTH J0/UKHOCTHBIX JIHIl B PAMKAX CHCTEMbI IIAP0JILHOH 3aIIHTEI
uHopmanun

5.1. Tlomb3oBaTeNn, OTBETCTBEHHEI 3a obecnedenne Geszomacnoctd I1/IH B UCII/Ia u
anvuancTparop MCIIJIH HecyT OTBETCTBEHHOCTh 3@ HEHAIUIENKAWICe HCIOMHCHHE HIHA
HEHCIIOHEHNE CBOUX 00S3aHHOCTEH, IPELyCMOTPEHHBIX HACTOSIIEH UHcTpyKIHpei, B mpeenax,
OIpeeIeHHBIX AeHCTBYIOMIM 3aKOHOaTeIIbCTBOM Poccuiickoit ®emepanun. 3a HECOOIIOICHUE
TpeGoBaHMii 3aKOHO/ATENBCTBA POCCHHCKOH Qenepanuu IpeaycMOTpeHa TIpakIaHCKad,
YrOJIOBHAS, aIMAHICTPATUBHAS, AUCIMIUIMHAPHAS OTBETCTBCHHOCT.

5.2. Tlomp3oBaTeld, OTBETCTBEHHEIH 3a obecnedernne GesomacHoctd IIJ[H B UCIIIx u
aqvuapcTpatop MICIIJlH HecyT OTBETCTBEHHOCTh IO JCHCTBYIOIIEMY 3aKOHOAATEILCTBY
Poccuifckoii Deepaluy 3a pasriallieHre CBeIeHNH KOH(QHACHIMANBHOTO XapaKTepa, CTaBlIkX
M3BECTHBIME IIPH BHIIOJHEHMH CIYXEOHBIX OOS3aHHOCTEH, B TOM HHCIC IIPEIyCMOTPEHHBIX
HacTosme MHCTpYKIHEH.




25

6. Cpok JelcTBAS H MOPSAOK BHECEHHS H3MeHeHHH

6.1. Hacrosmmas MHCTpYKIHs BCTYIAET B CHILY C MOMEHTA €€ YTBEP)KICHHUS U ICHCTBYET
HeccpodHo.

6.2. Hacrosmas MHCTPYKIHS IOIEKUT IIEPECMOTPY HE peKe OTHOrO pasa B TPH roJa.

6.3. W3MeHeHHWS W JOIONHEHHS B HACTOAMy:0 WHCTpYKIHMIO BHOCATCS IIPHUKa3OM
JupexTopa Y UpeKICHHsL.
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[punoxenue 1

k npukasy MBY J10 AT

um E.E. JleparvuHoi .
oT «20» arrycta 2022 r. Ne L3/5 -

UHCTPYKIHUA
110 AHTABHPYCHOMH 3am(HTe
MBY 10 JAT um E.E. [leparnaoi

1. TepMuHBI ¥ onpeAeIeHHAS

1.1. ABTOMaTH3HMpOBaHHOE pabodee MECTO — IIPOrpaMMHO-TEXHHYECKHH KOMILIEKC,
npeiHa3sHaYeHHBIN 1T aBTOMATH3ALHH JAEATEIbHOCTH ONPE/IeICHHOTrO BU/IA.

1.2. AHTHBHpYCHAs 3al[UTa — 3amuTa UHGOPMAIMH ¥ KOMIIOHEHTOB HH(POPMAIHOHHOH
CHCTEMBI OT BPEIOHOCHBIX KOMIIBIOTEPHEIX IporpamMm (BUPYycoB) (0GHapyX eHHE BPENOHOCHBIX
KOMIIBEOTEPHBIX TIPOrpaMM (BUpPYCOB), GJIOKAPOBAHEE, H30THPOBAHHE (3APAKEHHBIX) 0GBEKTOB,
yIaleHue BpeIOHOCHBIX KOMITBIOTEPHBIX IPOTpamMM (BUPYCOB) U3 «3aPAKCHHEIX ) 00BEKTOB).

1.3. UadopmanuoHHast CHCTEMa MEPCOHATBHBIX JAHHBIX — COBOKYIIHOCTD COICPIKATIHXCSL
B 6a3axX JAHHBIX IEPCOHATBHEIX JAHHBIX M 00ECICIMBAIOMMX UX 06paboTKy HHPOPMAIMOHHEIX
TEXHOJIOTHH U TEXHHYECKHX CPEICTB.

1.4. OGpaboTka NEPCOHAIBHBIX MNaHHBIX — JHOOoe fekicrBue (Omepamus) MM
COBOKYITHOCTB JIeHCTBH (Omepanuif), COBepIIaeMEIX C HCIIOJB30BAHAEM CPE/ICTB aBTOMATH3aUH
WTH 6e3 WCMOJB30BaAHMS TAKHX CPEJICTB C IIEPCOHATBHBIME JaHHBIMH, BKIIIOYas cOOp, 3alluCh,
CHCTEMATH3AIMIO, HAKOIUICHNE, XpaHeHue, yrogHeHne (0GHOBIICHHE, H3MEHEHHE), H3BIICICHHUE,
HCTIONB30BaHMe, Iepenady (pacipocTpaHeHHe, MPEeIOCTaBIeHHe, HOCTYI), O0e3IHIHBaHUE,
6IIOKHPOBaHKE, yAAICHHe, YHHUTOXKEHHE [IEPCOHANBHEIX JTAaHHBIX.

1.5. KoudunenmmansHocts HHGOpManuy — 00sg3aTeNbHOe IS BBIIONHEHHUS JIHIOM,
[IOJIy9MBIIAM JOCTYN K OINpENeNeHHOM HH(bopMamuu, TpeGOBaHHE HE IIEpENaBaTh TaKylo
nHMOpPMAIHIO TpeThuM JHiaM 6e3 cornacus ee obnanaTers.

1.6. TTepcoHanbHbIE JaHHBIE — 06as MHGOPMANHs, OTHOCSIIAICS K IPAMO HJIH KOCBEHHO
OTIpesie/IEHHOMY HIIH OIpesiesieMoMy hu3udecKoMy JHILY (cyOBEKTY IIEepCOHABHBIX JaHHBIX).

1.7. Tlonp3oBaTens HHGOPMAIMOHHOM CHCTEMBI IIEPCOHANBHEIX JAHHBIX — PabOTHHK,
OCYIECTBIISIOMHE  00paboTKy IE€pCOHANBHBIX JaHHBIX B UH(GOPMAIIMOHHON  CHCTEME
[EPCOHATBHBIX JaHHBIX.

1.8. CpeicTBO aHTHBHPYCHOH 3aIllUThI — IPOrPaMMHOE CPEJICTBO, PEATIU3YIOMmee GbyHKIUH
OOHapyKCHHSI KOMIIBIOTEPHBIX IPOrpaMM b0 WHOH KOMIIBIOTEpHOH HMH(OpMAIIHH,
[Ipe/[Ha3HAYCHHBIX JUIs HECAHKIMOHHPOBAHHOTO YHIHITOKCHIS, OTOKMPOBAHHS, Mo HKanIH,
KOIIMPOBAHHS KOMITBIOTEPHOH HHQOPMALMH WK HSHTPAITM3AIHH CPE/ICTB 3aIIUThI uHpopManuy,
a TaKKe pearnpoBaHyus Ha 0OHapy)XEeHHEe STHX IPOrpaMM U uH(bOpMaIuy.

1.9. Cpencreo 3amuTsl HHQOpMAluK — MPOrPaMMHOE obecredyenne, MPOrpaMMHO-
ammapaTHOe — OOeCledeHHe, —ammapaTHoe — O0eCledyeHue, — BEMECTBO MMM MaTepual,
IpeIHa3HAYEHHOE WK HCIIONB3YeMOe JIIsl 3aIlliThl HH(OpMAIUH.
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2.00mue moJ0KeHHA

2.1. Hacrosmas HWuctpykuus mo antuBmpycHoii 3ammre MBY JIO JUIT mm E.E.
Jepsarunoii (nanee — MHCTpyKIKs) peryIdpyeT BOIPOCH OpraHA3alii AQHTHBUPYCHOM 3aIIUTHl U
TpeGoBaHus K MOPSIKY MTPOBEICHUA aHTUBUPYCHOT'O KOHTPOJIA.

2.2. VHCTpyKuus yCTaHAaBIHBAaeT TpeOOBaHHs M OTBETCTBCHHOCTh IIPH OpraHU3alliy
samuThl MHGOpPMANMH OT paspyIalomero BO3JACHCTBHS BPENOHOCHBIX NPOrpaMM —
KOMITEIOTEPHBIX BUPYCOB.

2.3. TpeGoanus HacTosimedl MHCTPYKIMH SBIAIOTCS O0S3aTENBHEIMA JULT HCIIOTHEHHSA
Bcemu pabotaukamua MBY JO JAT um E.E. [epsruronn (mamee -— VupexaeHus),
HCIIOJB3YIOMUMHE B CBOEH paboTe CpelicTBa BEIYMCIUTEIBHOH TEXHUKH.

2.4. Bce pabOTHHKH YUpEXIESHHS, HCIONB3YIOIHE aHTHBUPYCHBIC CPE/ICTBA, HOJDKHEI
OBITH O3HAKOMJICHEI ¢ TpeGoBaHHsIMHU HacTosmeH MHCTpyKume o IOAMHACE.

2.5. Hacrosmas MHCTpyKIMs SBISIETCS JONOJHEHHEM K IEHCTBYIOIIUM JIOKAIbHBIM
HOPMATHBHBIM aKTaM (BHYTPEHHHMM JOKYMEHTaMm) IO BOIPOCAM OGeCredeHHs 6e30macHOCTH
CBeNeHHH KOH(DH/ICHIMATEHOTO XapakTepa, B TOM UHCJIE ¥ NEPCOHATBHBIX JAHHBIX (Hamee —
I1/TH), ¥ He HCKIIOYAeT 0053aTeIHLHOTO BEIIOIHEHHS UX TPEOOBAHHUH. '

3.TpeGoBaHHSA K aHTHBHPYCHBIM CPEICTBAM

3.1. B VYupexIeHWd K INPUMEHEHHIO MIOIYCKAIOTCS JIMLCH3HOHHBIC AHTHBHPYCHBIC
nporpaMMEbie ¥ (WIH) [POrpaMMHO-aNTapaTHBE CPeACTBA (ZHTHBUPYCHBIE CpenCcTBa),
3aKyIUICHHBIE Y pa3paboTuiKa yKa3aHHBIX CPEZICTB MM €T0 O(pUITHATEHEIX JHJIEPOB.

3.2. AHTHBHpPYCHBIE CPEACTBA JODKHBI (DYHKI[MOHMPOBATh B TCUCHHE BCEIO BPEMCHH
paboTHI CPEeICTB BEIYHUCIHTENBHON TEXHUKH (OT MOMEHTA 3arpy3KH OIIepaIlMOHHON CHCTEMEI JI0
MOMEHTA €€ BRITPY3KH).

3.3. AHTHBHPYCHOE CPEICTBO HE JOJDKHO CYIIECTBEHHO 3aTPYIHATH paboToCIIocoGHOCTD
CPEZICTB BBIYHMCIUTEbHOM TEXHHKH HHGOPMAIHOHHBIX CHCTEM NIEPCOHATBHBIX JaHHBIX (manee —

UCII/In).

4.IIpaBa u 00A3aHHOCTH

4.1. AHTHBHDYCHOH 3amuTe MOIJICXKHT BCA, OOpabarbiBaemas B YUPEKACHHA IIPH
ITOMOIIA CPEJCTB BBIMMCIMTENLHOM TEXHHKH, HH(pOpMALWs, HE3aBHCHMO OT OrpaHWYECHUH
JIOCTYTIa K HEH.

42. ®aiibl, TOMEIIAEMble B 3JIEKTPOHHBIA apXWB JIOJUKHEI B 00s3aTeIEHOM IOPSKE
IPOXOIUTh AHTHBUPYCHBIA KOHTPOJIE. '

4.3. VcranasmmBaeMoe (M3MEHSEMOE) IIPOrpaMMHOE OOECIeIeHHE IOJDKHO OBITH
IIpeBAPHUTEIHHO IPOBEPEHO HA OTCYTCTBHE BUPYCOB.

4.4. B UCIIJlx 3anpemaercs yCTaHOBKA IPOrPaMMHOIO 0OECHCUCHHS, HE CBS3AHHOIO €
BHINOJHEHNEM (QYHKIHMN, NPEIYCMOTPEHHBIX TEXHOJIOIHIECKHM —MPOLECCOM obpaboTku

nHpOpMAIHH.
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ComnpoBoxienue (perysipHoe OOHOBIECHHE, aHTUBHUPYCHBIM KOHTPOIb, BBIIBICHHE

(bakTOB 3apaKeHHs U NPOBECHHE CIIYKeOHBIX PacCieIOBAHUMA) IIPABUII AHTUBHPYCHOH 3allIATHI
BO3JIAraloTCs Ha OTBETCTBEHHOTO 3a obecneueHue 6e3omacHoct [1/1x B UCIT/IH.

4.6.

4.7.

OCHOBHEIE 3a11a9X OTBETCTBEHHOrO 3a obecneuenue 6ezomacHocty I1/1a B UCII/H:
OpraHu3aIys Iporecca yCTaHOBKY aHTUBHPYCHEIX cpencts B ICIT/TH;
CONPOBOYXKICHHE aHTUBUPYCHBIX CpejcTB (OOHOBIEHHE, aHTHBUPYCHBIH KOHTPOID,
COIIPOBOJKJICHHE HEHCTBHI MONB30BaTeNeil B CiTydasx OOHApyXCHHS BHpPYCOB,
obecriedenue paboToOCIIOCOOHOCTH aHTHBHPYCHBIX CPEJICTB);

KOHTPOJIb COCTOSIHUS CHCTEMBI aHTHBHUPYCHOH 3alUTEl HHGOPMALUy B Y IPeiKICHAH.
OteercTBeHHEIN 3a obecredenue OesomacHoctd I1IJlH B MCIL[IE  Hecer

OTBETCTBEHHOCTE 34a.

4.9.

33 CBOEBPEMEHHYIO YCTaHOBKY aHTUBHPYCHBIX CPE/ICTB;

3a SKCIUTYaTalMio (aHTHBHPYCHBIH KOHTPONIB, pabOTOCIOCOOHOCTS aHTHBHPYCHBIX
CPEICTB, CONpOBOXKJIEHHE IEHCTBHN MONBb30BaTeNiell B ciydasx OOHApYKEHHA
BUPYCOB) CHCTEMBI aHTHBUPYCHOMN 3aIuThl HH(OpMAayy;

3a CBOEBPEMEHHOE OOHOBIICHHE JIMIICH3UH Ha aHTUBHPYCHEIE CPE/ICTBA,;

3a CBOEBpPEMEHHOE OOHOBIIEHWE aHTHBHPYCHBIX 0a3.

OtBeTcTBeHHEIN 3a obecneuenue 6esonacuoctd [1/1n B UCIT/IH umeeT mpaBo:
BHOCHTP TIPE/UIOYKEHHS 110 COBEPIICHCTBOBAHMIO CHCTEMBI aHTUBHPYCHOM 3aIUTHI
HHpOPMAIIH;

IIPHHAMATE y9acTHe B IIAHHPOBAHWHM MEPONPHATHHA [0 aHTHBHPYCHOH 3allUTe
HH(GOPMANH U ITAHAPOBAHUHK OCHAIICHHUS aHTHBUPYCHBIME CPENICTBAMH;
OCYIIECTBIATh KOHTPOJIb COCTOSIHMUS CPE/CTB aHTHBHPYCHON 3aIUTEl HHOPMALMHY B
YupexIeHuH;

MHALHHPOBATH CIIy)eOHbIE IIPOBEPKA U yJacTBOBATh B IIPOBECHUH PACCIe/IOBAHHH
1o (axram 3apaxenus Bupycamu VICII/IH u cperiCTB BEIIUCIHTEIPHOH TEXHAKH]
OKa3bIBaTh IIOMOIIIb B PEMICHAN IP00IIeM, BOSHUKAIOMIMX IIPH SKCIITyaTallid CPEACTB
AHTHBUPYCHOM 3aNIUTHIL.

ITonb30BaTeNs AHTHBHPYCHOTO CPEACTBA — JHMIO, Ha paboueM MecTe KOTOPOro

IPAMEHSETCS aHTHBHPYCHOE CPEACTBO.

4.10.

TTonp30BaTeIsIM aHTHBAPYCHEIX CPEICTB 3alIpenaeTes:

MEHSTh HACTPOMKHM MJIH OTKIIOYaTh CPEeACTBA aHTHBHUPYCHOM 3aIllUTHI BO BpEM:A
paboTHL;

HCIIONB30BaTh CPEJCTBA AHTHBHUPYCHOM 3allUThl, OTIHYHBIC OT YCTAHOBJICHHBIX
CpPEeHCTB;

6e3 paspemieHHsi OTBETCTBEHHOTO 3a O0ecredeHue 0e30macHOCTH ITTa 8 UCIL[Ir
KOIHPOBATH JEOOBIe (hallilbl Ha CHEMHBIE HOCHTENN HH(OPMAIIMH, YCTAHABIUBATE U
HCIONB30BaTh JHOO0E IporpaMMHOe o0ecredeHHe, He IpeJHasHauCHHOe NI
BBINIOJTHEHHS CITy)KEOHBIX 3a1ad.
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5.Ilopsa0K H NepHOJUYHOCTL 0GHOBICHHSI AaHTHBAPYCHBIX 623

5.1. CBoeBpeMeHHOe OOHOBICHHE 0a3 IaHHBIX CpPEICTB AHTUBHPYCHOM 3aIlUTHI
pH(OpPMaIMM  SBNSETCS HEOThEMIEMOH JacTpio obecnedenus d(P(PEKTHBHOM IONUTHKHA
AHTUBUPYCHOM 3amUTEl HHQOPMAIIMH.

5.2. VYcranoBke 0OHOBIeHMHE omkHO npemmecTBoBaTh TectupoBanune HWCII[H Ha
OTCYTCTBHE HETaTUBHBIX BO3JCHCTBHM OT BHOBb yCTaHABINBAEMBIX OOHOBJICHHH,

5.3. YcTaHOBKe HOBBIX BEPCHI TIPOrPAMMHOTO 00€CTICIeHHs MM BHECCHUIO H3MEHCHUH 1
JONOJIHEHHH B JeHcTBylomee IIPOrpaMMHOE OOECIeYeHHe [OJDKHO —IPEIIIEeCTBOBATH
tectupoBarne VCII/IH Ha OTCYTCTBHE HETaTHBHBIX BO3/CHCTBHA YKa3aHHOIO IPOrpaMMHOTO
obecrieueHus.

5.4. Tlepuomu9HOCTH OOHOBJICHHS aHTHBHPYCHBIX 0as3:

— obHoB1eHMe anTUBHPYCHBIX 6a3 Ay Becex MCIIJIH, MMEIOImUX OAKITIOYECHHE K CETAM
OBIIEr0 MOJB30BAHMS M CETSIM MEXIYHapOAHOro HHGOPMAIHOHHOro OOMeHa,
JODKHO OBITH €XKeIHEBHBIM. VICTOYHMK OOCHOBIEHHS — CepBep paspaboTdmka
AHTHBHUPYCHOTO CpeACTBa, JMOO COOCTBEHHEIH IEHTPAIH30BaHHBIA ceTeBoi
HCTOYHMK OOHOBIICHHI, MONydalomuii OOHOBIEHHS C cepBepa pa3paboTduKa
AHTHBUPYCHOT'O CPEJCTBA.

— obuoBnenue anTuBUpycHbIX 6a3 s UCIT/IH, He HMEIOMHMX NOMKITIOYCHAE K CETAM
00Mmero MONB30BAHUS M CETAM MEXKIYHAPOJHOTO HHPOPMAIMOHHOTO OOMeHa,
OGHOBIICHHE JIOJDKHO GBITH He MeHee 1 pasa B Henemo. MIcTOYHHKOM OOHOBJIEHHS B
JIAHHOM CIlydae SIBJISFOTCS aHTHBHpPYCHBIE 0a3bl, 3allMCaHHbBIC Ha NPEIBAPUTEIBHO
YITEHHBIH B yCTAHOBICHHOM IOPSIKE ChEMHbIH MAIIMHHBIA HOCHTEIb uHpopManyy.

6.Ilops0K A MepPHOAHYHOCTH NPOBECHHSsI AHTHBHPYCHOI0 KOHTP OIS

6.1. OOBeKTaMy aHTUBHPYCHOI'O KOHTPOJLI SBJIFOTCA:
—  KeCTKWe MarHuTHEIE [ucky pabounx cranuumii u cepsepos MCIT/Tx;
—  CceTeBBIe XpaHHIHIIA (CHCTeMbI XPaHEHHS IAHHBIX);
—  OIepaTHBHAS ¥ CHCTEMHAs NaMATh CPEJCTB BEITMCIUTEIIBHON TeXHAKH;
— CbeMHBIC MalIHHHEIE HOCHTENH HHPOpMaIuy;
—  BXOISIIHH ¥ HCXOnAnuil KOHTeHT (BeO-TpaduK);
— daitnel, momydgaeMble M II€peJiaBaeéMbIe UEPE3 CETH ofmero ImOJB30BaHUA H
MEXIYHAPOHOTO HH(pOPMAIIMOHHOTO OOMEHa;
—  TI0YTOBBIE COOOMIEHHUS 3IEKTPOHHOM ITOYTHL.

6.2. AHTHBHPYCHBIM KOHTPONh BXOZIAIIeH HHGOPMAIMH CO CBEMHBIX MAlIMHHBIX
HocuTeNel MHPOPMAIME HeOoOXOAMMO MPOBOJMTH MO TepeHoca HH(popManuy Ha HKECTKUH
MATHUTHEIH JACK pabodelf cTaHmu MM cereBoi muck. WHpopMmanus, momydaemas IO
TeJIeKOMMYHHKAIOHHEIM KaHaTaM, J0JDKHA IPOBEPSTCs BO BpEMs, HIIH Cpasy IOCIC Oy dCHIA.
KonTponms ucxoxsdmed HHGOPMAIHHU HEOOXOMMMO IPOBOJAUTE HEMOCPEACTBECHHO IIEPEH
OTIIPABKOM (3aIHUCHIO HA CHEMHBIH HOCHTEIIE).

6.3. Buasl ¥ IepUOAAIHOCTh AHTHBUPYCHBIX MPOBEPOK MPEICTaBICHbI B tabmane 1.
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Tabnuna 1
1]
rﬁ;f OO6BeKT KOHTPOJIA Bun npoBepkH nei‘;?}mmh
1 Y ecTKre MardUTHEIE THCKH paboumx TTonuas npoBepka 1 pa3 B MecAL
cranumii 1 cepeepos HCITTH BrICTpOe CKaHUPOBaHKE 1 pa3 B HEIEJIO
CerTeBble XpaHHIHLLA (CHCTEMBI XpaHeHHUA
2 [TonHas mpoBepka 1 pa3 B MecAIL
JIaHHBIX)
3 OrnepatiBHas 1 cucteMHas mamaTs cpencts  [[TonHas nposepka 1 pa3 B Mecsll
BBIYHCITUTENbHONH TEXHHKH BhICTpOe CKaHHPOBaHHE 1 pas B HeLleMO
4 |CremHble MamMHHBIE HocHTenH uHpopmanuy |ITonHas mpoBepka Hp snon
MOJIKITIOYEHHH
MHHHAMATBHO He0OX0MMMOe TpeboBaHHE -
5 |Beb-tpaduk HacTpolika aHTUBHPYCHOrO CpeICTBa 0 TTocTosHHO
YMOTHaHHIO
@aiinbl, MOydyaeMEIe U IIepeaBaeMbie YEPE3 [Tpu KaxaoM
6 |ceru 06IIEro MOJIB30BAHHA H ITonuas npoeepka MOTY4eHHH H
MeKIyHapPOJHOrO HHPOPMALIMOHHOrO 0OMeHa OTIIPaBKe
MunuMaisHo HeobxoaumMoe Tpebopanue - | [Ipu KaxAOM
7 |TTouTtoRsie cOOBIEHHS IEKTPOHHOM MOYTEl  |HACTPOHKA AHTHBUPYCHOTO CPE/ICTBA MO MOITy4eHHH H
YMOJTYaHHUIO OTIIpaBKe

7.1,

7.Ilopsiiok peiicTBAH NpH 00HAPY/KEHHH BHPYCOB

OCHOBHBIMH IIyTSIMH HpoHHKHOBeHHst BupycoB B HCIIJIH sBisores: JmoObIe

CheMHEIe MANTHHHEE HOCHTENH HHGbOPMAIMH, 3IEKTPOHHEIE IOYTOBEIE COOOmeHus, Tpaduxk,
MOTydaeMbIii u3 ceTeif OOIMmero MmoNb30BaHMsS U CETeH MEXIYHapOIHOTO AHGOPMAIIOHHOTO
obMeHa, paHee 3apaXKeHHBIE pabo4ue CTaHIUK U CepBepa.

7.2.

B ciaydae o6HapyXeHHs BHPYCOB IIpM BXOJHOM KOHTPOJIC CBEMHBIX MAIIHHHBIX

HocuTenell wHGbOPMaIHH, DalIOB WM BIEKTPOHHBIX TOYTOBBIX COOOMIEHHH, MONb30BATEIND

JOJIKEH.

T3

HEMEUIEHHO IPUOCTAHOBHTE BCE pabOTHI HA CBOCH pabodeit cTaHIINY;

COOBIIHTS OTBETCTBEHHOMY 3a obecredenue Gesonacuoctu I1/Ta 8 UCILIH 0 baxre
oOHapyKeHHs BHPYCa;

IIPHHSATH COTJIACOBAHHBIE C OTBETCTBEHHBIM 32 OOECIICUCHHE 6ezonmacuoct I1/IH B
WCIIJlz Mepsl 0[O JOKAIM3AMH M YHAICHHIO BHpPyca C WCIOJIB30BAHUEM
AHTHBHPYCHBIX CPEJCTB.

[Ipd  HEBO3MOXKHOCTH  JIMKBHJAUMM  IIOCHCACTBHHM  BHPYCHOTO  3apMCHHS

oTBeTCTBEHHOMY 3a obecniederue Gesomacnoctr [1/1x B ICTI/Im HEOOXOMMO:

7.4.

coobmuth 0 (akre oOHApPYXKEHMS IPOrpaMMHBIX BHPYCOB B OpraHH3allHIO,
OCYIIECTBIISIONIYIO TEXHIYECKYIO TIO/UICPXKKY SKCILTyaTalluy CPE/ICTB AHTUBHPYCHOM
3aIUThl HHPOPMAIIHK;

3aapXMBHpOBaTh  3apaXeHHEle  (aiinsl ¥ HaNpaBATh C  IPHJIOKCHHEM
COOTBETCTBYIONIETO  CONPOBOJMTENHHOTO  JOKYMEHTa B OpraHH3alHio,
OCYMIECTBIIAIONIYIO TEXHUIECKYIO IIOUIEPIKKY SKCILTyaTalli CPEICTB AHTHBUPYCHON
3aIIUTH KHPOPMALIHH.

IIpu monydeHuu HHGOPMAIMH O BO3MOXHOM HAPYIICHHH mu60 BBIIBICHHH (akTa

HapylieHus TpeGoBaHUM HacTosmeR MHCTpYKIUH paGora Ha pabodedl CTaHIMM JAHHOTO
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[10Ib30BATENs He3aMeIUTEbHO OIOKUpPYeTCs 110 PEIIeHHIO OTBETCTBEHHOIO 3a obecredeHue
6esonacuoctu [11a B UCIT/IH.

7.5. daxThl MOAM(HUKALMY ¥ Pa3pyIICHHS JaHHBIX Ha CepBepax WK pabodmX CTAHIHAX,
3apaKEeHHE WX BHPYCaMH, a Takke OOHApy)XeHWe IPYIHX BPEJOHOCHBIX IMPOrpaMM — BCE 5TO
OTHOCHTCS K 3HAUMMBIM HapylIeHHsM 0€30macHOCTH WHGOpMalMd M HODKHBEI OBITH
IIpOaHAIM3MPOBAHEI IIOCPEICTBOM IPOBEIEHUS CITyKeOHOTO pacc/Ie/IOBaHU.

7.6. CmyxeOHOE pacClefoBaHHe IIPOBOAUTCS KOMMCCHEH, Ha3HaYaeMOd IIPUKa3OoM
JlupexTopa VYupekIeHWs. B COCTaB KOMHMCCHH B OOs3aTeIbHOM IOPSIKE BKIIOYACTCA
amvunuctpatop MCIIJIH, oteTcTBeHHBIN 3a obecneuenne Gesomacoctd IIJ{m B HICII/IH,
HEIIOCPE/ICTBEHHEIN PyKOBOJHMTENb PaGOTHHKA, JomycTuBmero ¢akr xommpomerauud. IIpn
HEOOXOMHMOCTH B COCTAaB KOMHCCHH MOTYT BKJIFOUAThCs JIPyrHe PaOOTHHKH.

7.7. Pesymsrarsl paboThl KOMHCCHH OQOPMILIOTCS aKTOM. AKT MOJVICKHUT yTBEPXKACHHIO
JupexTopa YUpeKIeHHs.

7.8. B npomuecce paboThl KOMHCCHH 00A3aTEIBHBIME UL YCTaHOBICHHUS ABJIAIOTCS:

— jara ¥ BpeMs 3apaxenus (00HapyKSHHS 3apaKEHHs);

— ®UO, momwKHOCTh M IoApaszeieHne pabOTHHUKA, TEXHHYECKOE CPEICTBO KOTOPOTO
3apayKeHO BUPYCHOM MPOrpaMMON;

— YpOBEHb KPHTHYHOCTH 3apAKEHH;

—  06CTOATENLCTBA, CIIOCOOCTBOBABIINE 3aPAKEHHIO;

—  uHEGOPMAIMOHHEIE PECYPCHI, 3aTPOHYTHIE 3apAXKCHHEM;

—  XapaKTep H pasMep PealbHOro ¥ MOTEHIHAIBHOTO yiepoa.

7.9. B xogme cBoeit paGOTEI KOMHUCCHS MOYKET 3allpaIliBaTh O0BSICHATEIBHBIC 3AlIHCKH OT
paGOTHHKOB, TOAO3pEBAaEMbIX B BHHOBHOCTH 3apakeHus (IyTeM HHCBMEHHOIO 3ampoca Hx
HeNOCPEICTBEHHEIM PYKOBOHTENAM). OOBSICHUTENbHAS 3aIHCKa JIOJDKHA OBITE Ipe/cTaBlIeHA
KOMUCCHH B TedeHue 3 (Tpex) pabounx AHel ¢ MOMEHTa IOCTyIUIeH s 3ampoca. B cirydae oTkasa
IIPEIOCTABATE OOBSCHATEIBHYIO 3AIMCKY, JaHHbIH (QaKT OTPAKACTCS B aKTE.

7.10. YHWYTOXEHHE MAaTepHAlIOB paccleoBaHUA (aKkTOB 3apaXKCHHUs OCYMIECTBILICTCS B
COOTBETCTBHY C YCTAHOBIECHHBIME TPEGOBAHUSIMH II0 JIEIONPOM3BOJCTBY ¥ HOMEHKIIATYPOH €.

8.0TBeTCTBEHHOCTH

8.1. Tloms3oBarens u OTBeTcTBeHHBIH 3a obecneuenue Gesomacroctr [I/1a B UCII/IH
HECYT OTBETCTBEHHOCTh 3a HEHAJUIEKalllee HCIIOTHCHHE MIIM HEUCTIOJHEHAE CBOUX 00s3aHHOCTEH,
IIPeTyCMOTPEHHBIX HacTosmiel WHCTpyKiued, B Ipefenax, ONpPEAeTCHHBIX JEHCTBYIOIIMM
3aKoHOIaTebeTBOM Poccniickol ®enepanun. 3a HecoOmoeHue TpeOOBAHAN 3aKOHOIATELCTBA
Poccumitckoit PDenepanuu IIpefycMOTpeHa TIpaXK[aHCKas, YroJOBHAad, aIMHHHCTpaTHBHAdL,
IUCIMILIHHAPHAs OTBETCTBEHHOCTH.

9.Cpok JeicTBHS | MOPSI0K BHECEHHsI H3MeHEeHHH

9.1. Hacrosmas MHCTpYKIUSI BCTYIIAET B CHIIy C MOMEHTA €€ YTBCPXKACHUA H JEeHCTBYET

OeccpodHO.
9.2. Hacrosmas VHCTpYKIHS IOUIEKHUT IEPECMOTPY HE PeXKe OHOTO pasa B TpH Io/ia.
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9.3. lV3MeHeHHs M JONOJNHEHHs B HacTosAmyoo MHCTpyKiuio
JupexTopa YUpeKAeHHUI.

BHOCATCA ITPHKAa30M
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Ipunoxenye 1
k npukazy MBY J10 T

um E.E. leparuHoi ol
ot «20» aBrycra 2022 r. Ne c‘P éz S-o

HHCTPYKIUSA
110 OPTAHH3AIAHA Pe3ePBAPOBAHHS H BOCCTAHOBJICHHS PAab0TOCHOCOOHOCTH TEXHHIECKUX
CpeACTB | IPOrPpaMMHOro ofecnedenns, 6a3 TaHHBIX H CPECTB 3aMHUTHI HEpOpMANHH
B HH(GOPMANMOHHBIX CHCTEMAX NePCOHAIbHBIX JAHHBIX

MBY IO JAT um E.E. eparunoi
1. TepmuHBI U onpeaeJeHHS

1.1. ABTOMaTH3HpOBaHHOE pabodee MECTO — IPOrPaMMHO-TEXHHYICCKHM KOMILIEKC,
TpelHa3HAYEHHBIN 1711 aBTOMATH3ALHMH JAeATEeIbHOCTH ONPEETICHHOr0 B/,

1.2. MrdopManroHHas CHCTEMA IIEPCOHATBHBIX JAHHBIX — COBOKYIIHOCTE COJIEPKAIIIXCS
B 6a3aX JAHHBIX IEPCOHATBHEIX JAHHBIX M 00ECICIHBAIOMMX HX 00paboTKy HHPOPMAIMOHHEIX
TEXHOJIOIMH ¥ TEXHUIECKHX CPEJCTB.

1.3. O6pa6oTka IEPCOHANBHBIX JaHHBIX — JHO0Oe [EHCTBHE (omepauus) HIH
COBOKYITHOCTB J€MCTBHH (Onepanuii), COBEpPIIACMBIX C HCIIOIb30BAHUEM CPEIICTB aBTOMATH3AIHH
yTH 6e3 MCMOJb30BAHMS TAKHX CPECTB C IIEPCOHATBHBIMA TaHHBIMH, BKITIOYas cOOp, 3alluch,
CHCTeMATH3aIMIO, HAKOIUICHHE, XpaHeHHe, yrouHeHne (0OHOBNICHUE, H3MEHEHUE), U3BIICICHHUE,
JICTIONB30BaHKe, Iepenady (pacipocTpaHEHHe, NPEIOCTABIEHHE, JOCTYI), OOe3NMIMBAHKE,
GIIOKMpOBaHKE, yAAICHHE, YHHYTOXKEHHE IEPCOHANTBHBIX JaHHEIX.

1.4. Kondunennuansaocts HHGOpManmu — 00sI3aTeNbHOe Ul BEIIONHEHHS JIAIIOM,
NOJIY9HBIIAM JIOCTYI K OIpe[eNeHHOd uHpopmanuu, TpeGOBaHME HE IEpefaBarh TakKyio
wHOPMAIHIO TPETHHM JInaM 6e3 cornacus ee odafaTel.

1.5. TlepcoHasbHBIE JaHHbIE — M00as MH(GOPMAIUs, OTHOCAIAICS K IIPSIMO M KOCBEHHO
OIIpeie/IEeHHOMY HIIH OIpeeieMoMy hu3uIecKoMy JIHILY (cyOBEKTY TIEpCOHANBHBIX MaHHbIX).

1.6. TTomp3oBaTens MHMGOPMAIHOHHOM CHCTEMBI IIEPCOHANBHEIX NaHHBIX — PabOTHHK,
ocymecTBIsEONME 06paboTKy MEPCOHANBHEIX —NaHHBIX B UH(GOPMAIMOHHONW  CHCTEME
IIEPCOHATBHBIX JaHHBIX.

1.7. CpeacTBO aHTHBHPYCHOM 3allIUThl — IPOrpaMMHOE CPEZICTBO, Pealu3yIomee byHKIIMH
OGHApYXEHHs KOMIBIOTEPHEIX TIpOrpamMm JM00 — HMHOH KOMIIBIOTEpHOH — HH(pOpMAIHH,
[peIHA3HAYEHHEIX /Ul HECAHKIMOHMPOBAHHOTO YHHITOXKCHHS, ONOKUPOBAHHS, Mo pHKaLUH,
KOIIMPOBAHKS KOMITBIOTEPHOH HHQOpMALIMH WK HEHTPATU3AIUA CPE/CTB 3aIUThI urdopmanyy,
a TaKKe pearnpoBaHHus Ha 0OHApYKEHHE STHX IPOrpaMM 1 HHQOpMAaIHH.

1.8. CpencrBo 3amuThl MH(GOpPMAlWH — MPOTPaMMHOE obecreyeHune, MPOrpaMMHO-
anmapaTHoe — OOecliedeHWe, — ammapaTHoe — OOecHedeHHe, —BEMECTBO MM MaTephal,
IIpeaHa3HAYCHHbIC WM HCIIOJIb3YSMBIE JULS 3AIIAThL wHpOpMaLKH.

2. O0mue moJI0KeHASA

2.1. Hacrosmas WVHCTpYKIMs IO OpraHW3alW{ pPEe3epBHPOBAHHMS U BOCCTAHOBICHIA
paboTOCIIOCOOHOCTH TEXHUYECKAX CPEACTB M IPOrpaMMHOr0 obecmedenns, 0a3 JaHHBIX H
CpEZICTB 3alUThl HHHOPMAIMK B HHPOPMAITHOHHBIX CACTEMAX NEPCOHABHBIX napaex MBY 10
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JUIT um E.E. Jlepsrunoi (nanee — WHCTPYKIWMS) yCTaHABIMBAET OCHOBHBIE TPEOOBAHHS K
OpraHM3alliy PE3EPBHOTO KOMMUPOBAaHHUs (BOCCTAHOBJICHHS) POrpamMM ¥ JaHHbIX, XPaHAIIUXCS B
6asax JaHHBIX HHOOPMAIMOHHBIX CHCTEM HMEpPCOHATBHBIX NaHHBX (nanee — UCIIIa) MBY 1O
JUIT um E.E. Jlepsrunoii (nanee — YUpexIeHHE), a TakKKe K Pe3epPBUPOBAHHMIO alIapaTHBIX
CpeICTB.

2.2. Hacrosmas UacTpyKiws pa3paboTaHa ¢ IeNbio:

—  ompejeNeHus KaTeropud HHGOPMAIMH, MOIeKamed 00A3aTeBHOMY Pe3ePBHOMY
KOITUPOBAHHIO;

— ompeleNeHHs TNPOLEAYypPhl  PE3EPBHPOBAHMS  JAHHBIX JUIA  IOCJIEXYIOMIEro
BoccTaHoBIeHUs paborocrocobroctr VMCII/IH npy moMHOM UM YaCTHIHOW MOTEepe
nH(GOpMaNy, BEI3BAHHOM cO0SIMM MM OTKa3aMHM alllapaTHOTO HJIM IPOrpaMMHOTO
obecrieuenns, OMMOKAMM TONB30BaTENel, Ype3BBIYalfHBIME OOCTOSTEIBCTBAMH
(TI0’KapoM, CTUXHHHBIMH O€ICTBUAMH U T )

—  OmpeneNeHHs MOPsKa BOCCTAHOBIECHMS WHGbOpPManud B CIydae BO3HHKHOBEHHS
Taxo¥ HeoOX0AHMMOCTH;

—  ymopsimodeHmss pabOTBl ¥ ONpENETICHHS OTBETCTBEHHOCTH JIOIDKHOCTHBIX JIHIL,
CBSI3aHHOM C PE3E€PBHEIM KOIMPOBAHHMEM M BOCCTaHOBICHHEM HH()OPMALHH.

2.3. [JleiictBre HacTosmed MHCTpyKIMH DPacmpoCTpaHAETCs Ha BCEX IIOJIb30BATENCH
VCIITa YapekaeHus, a TakKe Ha OCHOBHBIE CHCTEMBI 00€CIICUeHNS] HeIPEPEIBHOCTH paboThI U
BOCCTaHOBJICHHS PECYPCOB IIPH BO3HHKHOBEHNM aBApUMHBIX CUTyallUi, B TOM THCIIE!

—  CHCTeMBI XKu3He00ecIeueH!s TEXHUUECKUX CPEICTB;

—  cHcTeMBI oOecedeHnsl OTKa30yCTONIMBOCTH,

—  CHCTeMBI Pe3€PBHOTO KOIMPOBAHUS U XPaHEHUS TAHHBIX]

2.4. Tlox pe3epBHEIM KONMMPOBAHMEM MH(OpPMAIMM IOHHMAETCS CO3[aHMe H30BITOTHBIX
Komuil 3amumaeMoll MHGOPMAUMKM B OSICKTPOHHOM BHIAE I OBICTPOrO BOCCTAHOBJICHHUS
pa6ortocnoco6roctr VICIIJIH B ciTydae BOSHUKHOBEHHs aBapUHHOM CHTYallHH, TIOBJICKIIIEH 3a
cobo¥ MOBpEXACHHE HITH yTpaTy JaHHBIX.

2.5. PesepBHOMY KOIMPOBAHMIO HOMIEKUT HMHGOPMAIMSA CICAYIOIMMX OCHOBHBIX
KaTeropuu:

- undopmanus, obpadarsBaemas noms3osarerssmu B VICIIIE, a Tawoke HHpOpMaIHs,
HeobxomuMas i BoccraHoBiIenus paborocmocobHoctn MCIIIH, B T.4. cucTeM
yrpasienus 6aszamu qaHHBIX (qanee — CYBJI) obmero mojip30BaHus U CIPaBOTHO-
HHGOPMAIHOHHBIX CHCTEM OOIIEro HCIONb30BaHHU;

— paboyne KOIHH YCTAHOBOYHBIX KOMIIOHEHTOB IIPOrPaMMHOI0 obecrieueHus 00IIEro
Ha3HAYeHHS M CIENHATH3MPOBAHHOIO IMPOrPaMMHOTO OOECIedeHUs] CEPBEPOB H
pabodnx CTaHIINK;

— wuHbOpManms, HeoOXOmEMas JUis BOCCTAHOBJICHHA CHCTEM YIpaBICHHA Oazamu
mauaerx ACIIJIH, JOKaIPHOH BBMHCIMTEIBHOH CETH, CHCTEMBI SIICKTPOHHOIO
JIOKyMEHT0000pOTa;

—  perucTpaluoHHAs HHPOPMALs CHCTEM 3aIlUThI uH(bOpMaIuy;



— ngpyras uadopmamus MCITJIH, 1m0 MHEHHIO IIONB30BATENCH, aJIMHHHCTPATOPOB
VCIIJIH u OTBETCTBEHHOTO 3a obecriedeHre 6e30MaCHOCTH MEPCOHANBHBIX JAHHEBIX
(nanee — ITJIn) B MCIIJIH, sBIsEOmascs KPUTHYHOM s paGoTOCIOCOGHOCTH
UCIIIH.

2.6. Hacrosimas WHCTpyKuus SBIETCS MONOJHEHHEM K JACHCTBYIOIIUM JIOKAIbHBIM
HOPMATHBHEIM aKTaM (BHYTPEHHHM JOKyMEHTaM) IO Bompocam ofecredeHns 6e30macHOCTH
CBezleHuH KOHDUIEHIMATEHOTO XapaKTepa, B ToM gucie u I1/[H, i He HCKIOYaeT 00s3aTeIbHOr0
BBIIIOJTHEHUS UX TpeOOBAHUH.

3. OO6mue TpedOBaHUS K Pe3ePBHOMY KOINHPOBAHUIO

3.1. B MHcTpyKuum pe3epBHOrO KONUPOBAHKS OIUCHIBAIOTCS ACHCTBUS IIPH BEIIOJHEHUH
CIIEYIOTIIHX MEPOLIPHATHIH:
—  pe3epBHOE KONMPOBAaHHE C YKa3aHHEM KOHKDPETHBIX DPE3ePBHPYEMBIX NaHHBIX H
aIapaTHEIX CPEZCTB (B Cllydae HEOOXOMMMOCTH);
—  KOHTPOJIb PE3EPBHOTO KOIMPOBAHHS,
—  XpaHEHHE Pe3ePBHLIX KOITH;
—  TIOJHOE WM 9aCTHYHOE BOCCTAHOBJICHHE HaHHBIX.

4. OTBeTCTBEHHOCTH 32 COCTOSAHHE PE3EPBHOT0 KONMHPOBAHHSA

4.1. OTBeTCTBEHHOCTh 3@ KOHTPOIb HAll CBOEBPEMEHHBLIM OCYIIECTBIIEHHEM PE3EPBHOIO
KOITHPOBAHHS M COGIIOEHHEM COOTBETCTBYIOIMIEH MHCTPYKIHMH, a TaKKe 32 BBHIIOTHCHHEM
TpeGOBaHMM 0 XPAHEHHIO PE3EPBHBIX KOMUA M MPEAOTBPAICHHIO HECAHKIHOHMPOBAHHOIO
JOCTYIIa K HEM BO3JIaraeTcs Ha OTBETCTBEHHOTO 3a 00ecredeHne 6e30IacHoCTH I10s 8 UCITH 1
apmunuctparopoB UCII/Ix.

42. B ciyuae o6Hapy)XEHHs IONBITOK HECAHKIMOHUPOBAHHOTO JOCTYNa K HOCHTEIAM
pesepBHOM WH(pOpMAIMH, & TAaKKe HHBX HADYIIEHWSX HHOPMAIHOHHOH 6e30acHOCTH,
IPOM3OIIEANMX B IPOLECCe PE3EPBHOTO KOMUPOBAHWS, COOOIIACTCS OTBETCTBEHHOMY 32
o6ecreuenue 6esomacuoct 11Jlz B MCII/la B TeueHue pabodero JHA MOCIe OOHAPYKESHUS
yYKA3aHHOTO COOBITH.

5. Ilepmogn9HOCTH PE3€PBHOr0 KOMHPOBAHHSA

5.1. Pe3epBHOE KOIMPOBAHHE CIICIHATM3UPOBAHHOIO IPOrpaMMHOIO obecniedeHus
TIPOM3BOTUTCS IIPU €T0 LOyIEHHH (€CIH 9TO IPEyCMOTPEHO HHCTPYKIHMEH 10 €70 IPHMCHCHHIO
¥ HE IPOTHBOPEYHT YCIIOBHSIM €r0 PACIIPOCTPAHEHH), & TAKKE IIPH er0 OOHOBJICHHH 1 IOy ICHUH
HCIIPABJIEHHBIX ¥ OOHOBIICHHBIX BEPCHH.

5.2. Wndopmauws, copepiamascs B IOCTOSHHO H3MEHICMBIX 0azax J1aHHBIX,
COXPAHSETCS B COOTBETCTBHH CO CIIEYFOIIAM rpaduKom:

_  eKEeMeCSYHO MPOM3BOJUTCS Pe3ePBHOE KOIMPOBAHME HA CIENHAIBHO BBIICICHHBIH
HOCHTEINb JTUTEILHOTO XpaHeH!s, HHopManis Ha KOTOPOM XPaHUTCA MOCTOSIHHO.

5.3. He pexe omHOro pasa B IOl HA HOCHTENH JUIMTEIBHOIO XPaHCHHS 3alHCBHIBACTCSI
uHpOpMaIKs, HE OTHOCAIMAACS K IOCTOSHHO H3MEHICMBIM fa3aM MaHHBIX (IIPHKa3Bl,
PACIIOPSIKEHNS, OTKPBITHIC M3aHHS ¥ T.11.).

6. Boccranop/eHne HHGOPMANUHA H3 Pe3EPBHBIX KONHH

6.1. B cnydae HEOOXOOMMOCTH, BOCCTAaHOBICHHME JAHHBIX U3 PE3CPBHBIX KOIIHH
IIPOU3BOJUTCS OTBETCTBEHHBIMH paboTHHKAMH.



6.2. BoccraHOBJIEHHE [JAHHBIX M3 PE3EPBHBIX KOIMH IPOMCXOJUT B CIydae €€
MCUC3HOBEHMs WM HaApYIICHHs BCJIEJCTBHE HECAHKIIMOHMPOBAHHOIO JOCTyIla B CHCTEMY,
BO3/IeHCTBHS BUPYCOB, TPOrPAMMHBIX OIIAO0K, OIIMO0K paOOTHUKOB H alllapaTHBIX COOEB.

6.3. BoccTaHOBIIEHHE CHCTEMHOIO IIPOrpaMMHOrO OOECIEUEHHs M IMPOrpaMMHOIO
obecrieueHrs OOMEro HA3HAYEHHS IMPOH3BONUTCS C HMX HOCUTENEH B COOTBETCTBHH C
HHCTPYKIHSMH IIPOH3BOJIHTEILA.

6.4. BoccTaHOBIEHHE CIIeNHATTM3UPOBAHHOTO MIPOrpaMMHOTO obecrieaeHU
IPOU3BOJUTCS C JUCTPUOYTUBHBIX HOCHTENEH MIIM HX DPE3EPBHBIX KOIMH B COOTBETCTBHH ¢
HHCTPYKIUSMH TI0 YCTAHOBKE WIIH BOCCTAHOBJICHHIO JAHHOTO IPOrPAMMHOTO 00€CIICYCHHS.

6.5. BoccranoBnenue uH(GOpPMAIKH, HE OTHOCSIIEHCS K MOCTOSHHO H3MEHIeMbIM 0azaM
IAaHHBIX, TIPOM3BOMKTCS C pe3epBHEIX Hocutenei. [Ipy 3TOM HCHONB3YeTCs MOCISTHAS KOIHS
wHGOpMAaITHH.

6.6. Ilpy dYacTHYHOM HapyIIeHHH WIM HCYC3HOBEHWMH 3amuced 6a3 HaHHBIX
BOCCTAHOBJIGHHE TIPOU3BOJUTCS C MOCIIEHEH HEeHapYIIeHHON eXelHeBHOH Komuu. I10MHOCTEIO
uHpOpMaIUs BOCCTAHABIMBACTCS C IOCIEAHEH €XEHENEeNbHOM KOIMH, KOTOpas 3aTeM
JIOTIOTHAETCS €XKEIHEBHRIME YaCTHIHBIMH PE3EPBHBIMH KOIIHAMH.

7. Cpok aelicTBHS H IOPAJ0K BHECEHU H3MEHEHAH

7.1. Hacrosmas VHCTPpYKIUS BCTYNIAET B CHIIy C MOMEHTA €€ YTBEPIKACHHS U ICUCTBYET
HeccpogHo.

7.2. Hacrosmas MHCTpyKIHs HOJUICKUT IIEPECMOTPY HE peXe OJTHOrO pasa B TP roja.

7.3. V3MeHeHHs ®W JONOJHEHHS B HAcTOAN[y:0 MVHCTPYKIHIO BHOCATCA IIPUKa30M
HupexTopa YUpexIeHHs.
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[punoxenue 1
k npukasy MBY J10 T

uM E.E. JlepsaruHoi -
oT «20» aBrycra 2022 r. Ne Cféz 0-o

MOPSIJIOK
o0pamienHust o CheMHBIMA MAITAHHBLIMH HOCHTEJISIMH ePCOHAILHbIX JAHHBIX
B MBY 10 JAAT am E.E. lepsarunoi

1.TepmunbI 1 onpeeIeHAs

MHbOpMaIMOHHAs CHCTEMa TIEPCOHANBHBIX JIAHHBIX — COBOKYIHOCTH COACPIKAIIAXCS B
fazax MAHHBIX [EPCOHAIBHBIX JIAHHBIX U OOECIEYHBAIOMEX MX 06paboTKy HH(OPMAIMOHHEIX
TEXHOJIOTWH W TEXHHIECKHX CPEICTB;

ChbeMHBIM MAIIMHHBI HOCHTENh IIEPCOHANBHBIX JAaHHBIX — CMEHHBIM HOCHTEIb
TIEpPCOHANBHBIX JAHHBIX, IPEIHA3HAYEHHBIH JUIs 3allHCH U CIUTHIBAHHMA IEPCOHANBHBIX MaHHbIX,
TpeICTABJIEHHBIX B CTAHAAPTHEIX KO/AX;

O6paboTKa MepCOHATBHBIX JAaHHBIX — M000e JelcTBrE (ONepalis) HiIH COBOKYIHOCTh
neficTeui (omepaumif), COBEPIIAGMEIX C HCIONB30BAHHEM CPEICTB aBTOMATHM3AlWH MM Ge3
HCTIONG30BAHMSI TAKMX CPENCTB C IIEPCOHANBHBIMH JaHHBIMH, BKJIIOYas COOp, 3aluCh,
CHCTEMATH3AIMIO, HAKOIUICHNE, XpaHeHue, yrounenue (0OHOBICHHE, H3MEHEHNE), H3BICUCHHUE,
HCIONB30BaHMe, Tlepeiady (pacmpoCTpaHeHWe, IIpefoCTaBjIeHue, IOCTYyI), OOe3IMIHBaHME,
GIIOKHpOBAHKE, YAAICHHAS, YHHYTOXKEHHE NIEPCOHABHBIX JaHHBIX;

IlepconanpHble JanHBIe — mobasd HHGOpMAalWs, OTHOCAINAACS K IPSIMO HIIH KOCBEHHO
OIpe/IeTeHHOMY MM OIpefieNsieMoMy pu3mdecKomy ULy (CyOBEKTY IepCOHaTBHBIX IAHHBIX);

CpezcTBO 3amuUTEH HHGOPMAIHU — IPOTpaMMHOE 00€eCTIedeHHE, TPOrPaMMHO-ANNapaTHOe
obecredeHne, anmnaparHoe O0ecrnedeHne, BEMECTBO WX Marepual, NPeAHa3HAYCHHOS W
HCIIONB3yEMOE JUTS 3aIHTH HHQOpMAIUH.

2.00mue moI0KEHAT

2.1. Hacrosmmuit ITopsmox ofpamesus €O CHhEMHBIMH MAaIIWHHBIMA HOCHTEIAMH
nepcorHansHEX AanHbXx B MBY IO AT um E.E. Jlepsruno# (nanee — [TopsoK), pa3paboTaH B
COOTBETCTBHH C 3aKOHOIATENHCTBOM Poccuiickoit @efepanuy 0 IepcoHATbHBIX JaHHBIX (Jajnee —
T1/[H) ¥ HOPMATHBHO-METONMYECKUMH JOKyMEHTaMH (elepaibHbIX OPraHOB HCIIONHUTETbHOU
BacTH 10 BompocaMm GesomacHoctu [IJIH mpu mX o6paboTke B HHGOPMAIMOHHBIX CHCTEMaX
nepcoHaNBHBIX AaHHbX (Hanee — UCII/IH).

2.2. Hacrosampmit [Topanok ompeenser:

—  mpaBua oGpaIeHHus cO CHEMHBIMH MAMIMHHEIME HOCHTEIIME HH(OPMAIHH, B TOM
qucie u [1/1a (nanee — CMHU);

—  mopsajok opranu3anue yaera CMHU;

— mopsnok yauaroxerns CMHH.

23. Ilom CMHU B mnacrosmeM [lopsaxke IIOHMMAIOTCS CICAYIOMHE HOCHTEIIA
uHGOPMAIHH:

—  onTrueckue qucku (CD, DVD) oHOKpaTHOM U MHOTOKPATHO! 3aIlHCH;
—  BIIeKTpOHHBIE HakomuTenu HHGopmarmy (GIIsII-IaMATh, ChEMHBIC KECTKHEC ITHCKH);
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—  HWHBIE HOCHTENIX HHPOPMalHH.

2.4, Tpebosanmst Hacrosmero Ilopsaxa SBIAIOTCS OOs3aTENbHBIME UL HCIIONHEHHA
BceMr pabormumkamu MBY O JAT wum E.E. [epsrunodt (mamee — Vupexuenue),
HCIonE3yromuMe B cBoeit pabore CMHMU.

2.5. Bce pabotrukm Yapexaenust, ucnonssyionme CMHH, 1omkHb! GBITH 03HaKOMIICHE
¢ TpeboBanusiMu HacTOAIMM [IopsaaKoM Mo/ MOMITHCE.

2.6. Hacrosmuit ITopsmok sBIsSeTCs MNOMONHEHHWEM K [ACHCTBYIOIIMM JIOKAJIBHEIM
HOPMATHBHEIM aKTaM (BHYTPEHHHM IOKyMEHTaM) MO BOIPOCaM OOeCIIedeHHs 0e30macHOCTH
CBe/IeHMI KOHDUIECHIMATBHOTO XapaKkTepa, B ToM gucie u I1J1H, 1 He uCKIoYaeT 00543aTebHOIO
BBLINIOJTHEHHUS X TpeOOBaHUIA.

3.IIpaBuiia oOpamieHnsi €O CheMHBIMA MAMIMHHBIMEA HOCHTE/IAMH [ePCOHAIbHBIX NAHHBIX

3.1. O6pamesse co CMHWM [OIKHO OCYIIECTBISETCS TakuMm 0OpasoM, dTOOEI
MCKJTIOYAJINCh MX YTPATa, IopYa ¥ HeCAHKIIHOHMPOBAHHELA JOCTYII K HUM IIOCTOPOHHHX JIUIL.
3.2. Ilpu o6pamennu co CMHH, BEIOMHSIOTCS CIEAYIONHE OCHOBHBIC ITPaBHIIA!

— CMHH y4uTHIBaIOTCS H BBIIAIOTCA IIOA IIOATIHCE;

— CMHH, cpok SKCIUTyaTallud KOTOPBIX HMCTEK, YHHYTOXAIOTCA B YCTaHOBJICHHOM
MOPSIZIKE;

— g BeiHoca CMHMUM 3a mnpenensl KOHTPOIMPYEMOM 30HBI, 3alpalldBacTCs
CIIeUabHOE pa3pelieHne y OTBETCTBEHHOrO 3a obecnedenue Gesonacuoctd I1/1H B
UCIITa (manee — OTBETCTBEHHBIN), a pakT BEIHOCA QUKCHPYETCS,

— mpago Ha nepememerne CMHU 3a mpeziensl KOHTPOIMPYEMOH 30HEI, UMEIOT TOJIBKO
Te JuIa, KOTOPHIM OHO HeoOXOmUMO JId BBINOJHEHHS CBOMX MOJDKHOCTHBIX
o6s3anHOCTeH (QyHKIMHN);

—  Bce CMHU 1o/mKHB XpaHHTCA B cefidax (MeTaumaeckux mradax), 060pyA0BaHHBIX
BHYTPEHHHMH 3aMKaMd C JByMs wui Oonee pgyGmukaramu Kmoued U
IIPUCTIOCOOICHHBIME JUI  ONEYaThIBAHWsS 3aMOYHBIX CKBKHH HIIM KOJOBBIMH
3aMKaMH;

—  pomyckaercs xpanenne CMHU BHe celipoB (METATHICCKHX mkadoB) IpH YCIOBHIX
yHuaToxenus (cruparus) I1JIe 1 ocTaTogHOM HHOPMATHH (urdopMauy, KOTOPYIO
MOJKHO BOCCTAHOBHTB IIOCIIE YAQTIEHHUS C TIOMOIIBIO HEIITATHBIX CPEJICTB K METO/OB)
C WCIONB30BAHMEM CPEJCTB CTHPAHUS JAHHBIX M OCTaTOYHON MH(OpMalmw, JHOo
ecIM HAa CHEMHOM MamuHHOM Hocutene IIJIH xpamsrcs Tonbko IITH B
3amuU(POBAHHOM BHJE C HCIOIB30BAHHEM CPEICTB KPHITOrpaduIecKoi SAIATH
uHbOpMaIUH.

3.3. CMHMU nomxeH HCIONL30BaThCs, HE 0ojIee CpoKa DKCIITyaTalyuH, YCTaHOBICHHOIO
H3rOTOBHTEIEM MATEPUATBHOTO HOCHTEIIA.

4.Ilopsaok XpaHeHAs H y9eTa ChbeMHbIX MaIlHHHBIX HOCHTeJIeH mepCcoHANbHBIX JaHHBIX

4.1. CMHH, 10IDKHBI HMETH CIEIAATBHYI0 MapKUPOBKY. THII MapKHPOBKH BEIOMpaETCA
OTBETCTBEHHBIM.
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42. Bce Haxomsmuecs Ha xpaHeHun u B ofbpamenmu CMHMU  yauThBaroTCA
OTBeTCTBEHHBIM B «JKypHae ydeTa ChbeMHBIX MAIIMHHBIX HOCATEJICH IEPCOHANBHBIX TaHHEX B
MBY O JIT um E.E. Jlepsrumoif, dopma koroporo ycraxHosnesa B IIpmmoxenwn 1 x
macrosmeMy [lopsnky.

43. B mHepabouee BpeMs W BpeMs OTCYTCTBHsS HEOOXOIMMOCTH HCIOJIB30BAHH [1Iu
CMHMU nomxss! xpanuTthes B xpanummnmax CMHU.

4.4. Tlepeuens xpamwum ompexensercs B «JKypHame ydeTa XpaHHIMIN HOCHTENICH
nepconansex man#ex B [MBY J10 AT um E.E. [lepsarunoi.

4.5. Tlomp3oBarenn Ui BeIoMHEHHs pabot noiygaror CMHH y Otsercrsennoro. llpu
IIONYd9eHHH MEJAOTCS COOTBETCTBYIOMME 3amuch B OKypHane ydera ChEMHBIX MAIIMHHBIX
Hocutenel mepcoransabx gaHHex B MBY JIO AT um E.E. Jlepsirusoi.

5.I1opsA0K YHHYTOKEHHS ChbeMHbIX MANIHMHHBIX HOCHTEJIed epCOHATbHBIX JaHHBIX

5.1. VYauuroxenue I1[IH Ipou3BOAMTCS TOJBKO B CIIEIYIOMIHX CIIydasX:

—  obpaGareiBaempie [IJIH IOJUIEXKAT YHHYTOXEHHIO JMO0 00€3NMMIMBAHMIO TIO
IOCTIIKEHHH Teneit 06paboTKy WK B CITydae yTpaThl HEOOXOAUMOCTH B IOCTHXCHHU
9THX IIeJIel, eclM MHOE He MPETyCMOTPEHO (PenepalbHEIM 3aKOHOM;

—  TIJIg SBIIOTCS HE3aKOHHO IOJNYYCHHBIMH MM HE SBILIOTCS HEOOXOIMMBIMH LA
3asBJIEHHOM 11e7H 00paboTKH;

— B cydae BEIABJNEHHs HempaBoMepHO# oOpaborku II[H, ecmu obecneduTs
paBoMepHOCTH 00paboTky I1J[H HEBO3MOXKHO;

— B ciydae gocTrkenns nemu obpadorku 11/1H;

— B ciydae oT36Ba cyGBexToM I1JIH cormacus Ha o6paborky ero I1JIH u B ciydae, ecim
coxpanenue [1[]u Goree He TpeOyeTcs s nened oGpaborku I1/TH.

5.2. CMHU, npumemmme B HETOXHOCTh WIM OTCIYXHBIIME YCTAHOBJICHHBIM CPOK,
TOJUIEKaT YHUITOXKEHHIO.

53. Vamaroxenne CMHU ocymecTBisieTcss KOMUCCHEH 110 YHHUITOKEHHIO, Ha3HA9CHHOH
nprkazoM JlupexTopa YUpeKAeHHUsL.

5.4, Tlpu yauuaroxxenun CMHU mHeoOxoaumMo:

—  yBemuThes B HeoOxoaumocTH yaHaTOKeHus CMHI;

— ybemuThCs B TOM, 9YTO YHHYTOXAIOTCA TOJNBKO Ta uHopManus, KoTopas
npeaHa3HadeHa JUIS YHUITOKCHHS,

—  ymmaroxuts CMHU momxojsmmm croco6oM, B COOTBETCTBHM C HACTOAIMM
IMopsinkoM wmiIH CIOCcOG0M, yKa3aHHBIM B COOTBETCTBYIOLICM TpeOOBaHUM HIIH
pacopsaUTEIBHOM JOKYMEHTE.

5.5. Tlpu yrruroxennn CMHU npaMeHIIOTCA CIIETYTOIIHe CIOCOOBI:

—  m3MenbueHHE B GyMaropesarebHON (CyMaroyHHYTOXMTENbHON) MamMHe — UL
JIOKyMEHTOB, HCIIOTHEHHEIX Ha Oymare;

—  TmareJbHOe BBIMapeiBaHHe (C  TIPOBEPKOM  TIIATEIBHOCTH BEIMApHIBAHHA)
pHGOpMAIMK, MOUIEXKAIEH YHHITOKCHHIO — JUIT COXPaHCHHA BO3MOXKHOCTH
06pabOTKH MHBIX JIaHHBIX, 3a(MKCAPOBAHHBIX B IOKYMEHTE;
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—  U3MENbYEHHE B CHENHATBHOM MYJIBTHPE3aTeNbHON (MYJIBTHYHUYTOXKHTEIBHON)
MalmuHe W (U3NYecKoe YHHUYTOXKEHHe (paspylleHne) HocuTelned HHGOpMaliy —
mig CMHH Ha onTHYECKHX TUCKAX;

—  dusmueckoe yamaroxenue gacreit CMHU — paspymenre uiu cuibHas aeopMarus
— IS HocuTeNeW WHOOpMAIMA Ha JKECTKOM MAarHHTHOM JHCKe (YHHYTOXKEHHIO
MOJUIeXaT BHYTpEHHME JuCKH u Mukpocxemsl); SSD-muckax, USB- m Flash-
HOCHTENAX (YHHYTOXEHHIO IIOJUIKAT MOIYNH M MHKPOCXEMBl JOJIrOBPEMEHHOM
aMSsITH);

—  CTHpaHHE C MOMOMIBIO CEPTUGHIMPOBAHHAIX CPEACTB YHHYTONKEHH HHQOpMAIuy —
IS 3amucel B 6a3ax JAaHHBIX U OTAENIBHBIX JOKYMEHTOB Ha MAallMHHOM HOCHTEJE.

5.6. Ilo pesymsraram yHugtoxkeHus CMHWM xomumccumedt cocTaBiseTcs «AKT
VHUYTOKEHHS CHEMHBIX MAIIMHHBEIX HOCHTENEH MEePCOHATPHEIX NaHHEIX», (HopMa KOTOPOTO
ycranosieHa B [Tpunoxenuu 2 k HactosmeMy [lopanky.

6.0TBEeTCTBEHHOCTD

6.1. OTBeTCTBEHHEIM 3a XpaHeHHe, ydeT u Beijaay CMHMU, asisgercs OTBETCTBEHHEIH.

6.2. Bce pabornuku Yupexzaenus, ucnonedyromue CMHM u OTBeTCTBEHHBIM HECYT
OTBETCTBEHHOCTh 3a HEHAUIE)KaIlee HCIIONHEHHE HIIA HEHCIOIHEHHWE CBOMX OO0sS3aHHOCTEH,
IIPEIYCMOTPEHHBIX HacTosmuM [lopszkoM, B Ipeenax, ONPEAECNCHHBIX ACHCTBYIOIIUM
3aKOHOAaTeNbCTBOM Poccuiickoit @enepanuu. 3a HecoOroieHre TpeOOBaHUH 3aKOHOJATEIbCTBA
Poccuiickoit Demepannu NpeNycMOTPEHA TpaKHaHCKas, YroJIOBHAs, aIMHHHCTpaTHBHAd,
MUCLHAIUTHHAPHAS OTBETCTBEHHOCTS.

7.Cpox nNeHCTBHS H NOPS/I0K BHECeHHS U3MEeHeHH |

7.1. Hacrosmuit I[Topsmok BCTymaeT B CHIy ¢ MOMEHTA €r0 YTBEPKICHHUS U JECHCTBYET
HeccpodHo.

7.2. Hacroamuit [Topsaok OUIEXKHUT IEPECMOTPY HE PEXe OQHOIO pasa B TPH roja.

7.3. WV3MeHeHHs U JONOJHEHMs B HacTosumi [lopsamok BHOcSTCS mpukasoM Jlupekropa
YapexneHus.
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OO0 YHHYTOKEHHH CheMHBIX MAIIHHHBIX
HOCHTeJ1el MepcoHaJbHbIX JaHHBIX

Komuccus B cocTaBe:
[Ipencenarens:
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Ipunoxenue 2

K mopaaKy obpaiieHus co CheMHBIMH
MAIIHHHEIMHA HOCHTEJISIMHU TTepCOHANBHBIX
nadeex B MBY 10 T um E.E.

Heparunoi

®OPMA

AKT

UeHbl KOMHCCHH:

1.

COCTABHJTH HACTOSIIIME aKT O TOM, 9TO B pe3y/IbTaTe IIPOBEACHHOM 3KCIEPTHOM OLEHKHU MTOJUIEKAT
VHAYTO/KEHHUIO CIIEAYIONIHE CHeMHbIE MAIIMHHEIE HOCHTENHX IIEPCOHATBHBIX IaHHbBIX:

Jlata oxoHuaHus cpoka 06paboTku

VueTHbIN HOMEP ChEMHOIO HOCHTENS Wil

Ne
i 3a(MKCHPOBaHHEIX Ha HOCUTENe HAaUMEHOBaHHE TEXHHUYECKOrO CPelCTBa, Ha Ilpumeuanue
NepPCOHANBHBIX JAHHEIX KOTOPOM YHHUTOXKAIOTCA (paiibl
1 2 3 4

Beero cpeMHBIX HOCHTEICH

HepequcneHHme CBEMHEIE HOCUTEIIM YHAYTOXKEHEI ITyTEM

(uwdpaMy ¥ IPOTHCHIO)

(MEXAHWYECKOT0 YHHUTOKEHUS, CAKMTAHMS, pa3pesanud, 1eGopMUPOBAHKA H T.11.)

IIpencenarens:

YseHbl KOMHCCHH:




